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Acronyms and Terms

Acronym/Term Description
CA Common Access
CAC Common Access Card
CAC-GUI CA-Cabinet Network Graphical Users Interface application running on an

administrator's workstation

CACmanager Software application running only on each cabinet computer which handles the tasks of the
cabinet, including the network communications.

Mac Address A unique identifier assigned to a network interface controller (NIC).

Microsoft SQL Server A relational database management system developed by Microsoft; it is a software
product with the primary function of storing and retrieving data as requested by other
software applications

USBC Formally called USB type-c. It is a 24-pin USB connector system, which is
distinguished by its two-fold rotationally symmetrical connector. Normally it has the
features of higher transfer rate and higher charging speed.

Network Switch Networking hardware that connects devices on a computer network by using packet switching

Master Database

to receive, and forward data to the destination device

Or Pool Database. It is the database in the cabinet network to cooperate the activities of the
individual cabinet and distribute data to the cabinets
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1 Overall Introduction

CAC -GUI is the interface to setup, manage and monitor the cabinet system; CACmanager is the software to
implement the functions to fulfill the related tasks. This document introduces the functions of the program and
the related software and device setup.

Generally, the document provides the usage guide for the following functions:

e Display the status of the cabinet in real time

e Cabinet configuration

e User information management

e Device management such as serial number reading and information updating

¢ Aircraft information management include aircraft line and aircraft number

e Report function setup with filter, content and time

e Email configuration for event alert and report sending

e System diagnostics to check the performance of major components of the cabinet

e Temporary PIN setup for visitors or employees without badge to access the cabinet

e Remote control of the cabinet with commands

e Management portals for broken device, broken port, broken light, and missing equipment

e Records of irregular activities, such as forgetting to close door, taking locked device, not connecting
cables, place unknown device, second checkout, wrong check-in, etc.

e Database setup, clean up and live-sync setup

e Statistics report with chart for various cabinet activities

e Detailed log for each action and status change of the cabinet

e Receipt generation

e Maintenance of SQL Server database

e Configuration of Cisco switch

e Network configuration

The executable file of CAC-GUI is CAC-GUl.exe, normally it locates at C:\Program Files
(x86)\PlugInStorage\CAC-GUI; it also has a shortcut link on the Desktop.

CAC-GUI has the following modules: System Login, Cabinet Configuration, Equipment Management, User
Management, Cabinet Management, Database Management, Report Function, Email Function, Statistics,
Activity Log, Cabinet Monitoring, Cabinet Command, Receipt

The following is a brief summary to each module; and we will have detailed explanation to them in the
following chapters.

a. System Login
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Login function is the step to connect to the cabinet computer and its SQL database. CAC-GUI can run locally or
on another computer in the same network.

b. Cabinet Configuration
Cabinet Configuration locates in the tab of “System Config”; it includes the parameters about how the cabinet
works.

c. Equipment Management
This module is about the setup and the information of the tablet device. It includes the tab of “Equipment List”
and some items of the “Asset Management” section of tab “System Config”.

d. User Management
User management is about the information management of the users, including the RFID badge information,
aircraft info, privilege setup, contact information, etc.

e. Cabinet Management
This section is about the management of some cabinet components. It locates in the “Assents Management” part
of “System Config” tab. It includes “System Diagnostics”, “Broken Port Management” and “Broken Light

Management”.

f. Database Management
This part locates at the tab “System Config”. Basically, it includes live-sync setup, temporary information
clean-up and database list management.

g. Report Function
The report is based on the log information from the database. Report filter, content and time need to be setup for
the report generation. This can be done on tab “Report Config”

When the cabinet event (such as cable connection issue) needs to be emailed to the administrator in real time, a
special setup needs to be done.

h. Email Function
Email setup can be done in tab “Email Config”. Email server, email account and the related report needs to be
setup.

I. Statistics

The usage statistics is available in tab “Statistics”. It gives a summary about the usage based on user, device,
port, etc.; it also shows the statistics result of some irregular activities. A chart can come with the result table
for the illustration, and the time range can also be setup.

J. Activity Log
The complete usage log is saved in table CacActivityL og of the database, and a html version file is located at
C:\Users\PlugInStorage\Log; the file name is CacActivityl og.htm.
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k. Cabinet Monitoring
CAC-GUI can display the status of cabinet in real time. Tab “Snapshot/Cabinet Commands” shows the check-

in/checkout information, tab “Port Config” shows more detailed information about the port and the related
devices.

I. System Control

System control locates at tab “Snhapshot/Cabinet Commands”; it has functions such as cabinet reboot, shutdown,
and CacManager restart.

m. Receipt
A receipt can be generated when a device is checked out. The format can be setup in tab “Receipt Layout”
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2 System Login

System login is the first step after CAC-GUI starts. The software needs to connect with the cabinet and the
related database.

The following is the screenshot of the login section, which locates at the top section of the page:

IP Address of CA Cabinet [J Change Database Setup
.-, Connect Save Changes
P"l 192.168.0.151 192.168.0.151 ~ Server Name: SOLEXPRESS Usemame: | pssisql

Database Mame: Port Mumber: | 1433

It includes the following parameters:

IP_Address of CA Cabinet: the IP address of the cabinet computer

Server Name: The server name of the database. The default value is “SQLEXPRESS”.
Database Name: Default value is “CabinetServer”

Username: Default value is “pssisgl”

Port number: Default value is “1433”

When login, a window will show up for the input of the password for the first time, and then it will be encrypted
and saved in the computer. When the password changed and the login failed, the window will pop up again for
the password input.

The default password is “abcd1234”.

By default, Sever Name, Database Name, Username and Port Number is read only in the page for the protection
of inadvertent modification. The choice of “Change Database Setup” needs to be selected to change the login
information.

The “IP address of CA Cabinet” is automatically filled with the value last used, and a history of the value is also
available in the drop-down list.

After all the parameters are filled, click “Connect” button, if the login succeeds, the whole page will be filled
with content; otherwise a small window will appear with “Database Connection Failed” and the user will be
prompted to input the password.

If the login succeeds, the database parameter and the password will be automatically saved. The file path for the
parameter is C:\Users\PluginStorage\AppData\DatabaseParameter.txt, and the file path for the encrypted
password is C:\Users\PlugInStorage\AppData\mssql_bytes.bin.

*** ATTENTION: the parameter of database needs to be consistent with SQL server setup, and the port
number also needs firewall setup. Please refer to Appendix A for the configuration of SQL Server parameters.
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3 Cabinet Configuration

Cabinet configuration is used to setup the state, parameters and thresholds of the cabinet. It locates at tab
“System Config”; the following is a screenshot:

System Config

— Cabinet Config —

Cabinet IP: | 192.168.0.151 |
CABINET NAME: | LMCO CAB 9 |
Switch Address: 192.168.3.2 |
Enrcllment: [ ] AUTO-ENROLLMENT: Automatically add users without administrator.
Connection: (] AUTO-COMMECTIOM: Automatically connect to database on Startup within 2:00 min.
Check-in Option: Custodian check-in: Administrator can check-in device for the user,
Debug Windows: Debug Window: Debug Window is available when choosen.

LCD COM Port: | coMm1 |
Door Open time Alert (seconds): | 120 |
Help Contact: | Contact System Admin |
Help Call | 20300000 |

Tracking Choices

(0 Mo Tracking
(0 Logic Tracking
(®) Real Tracking

Tracking Opticn:

HID Card: allow access using the HID ProxCard |1

CARD ID £Bits: FAC ID £Bits: E

ACCESS COMFIGURATION: CAC-Card: allow access using a DoD CAC/PIV card
Barcode: allow access using supported barcode reader
Keypad-PIN: allow access using the front panel Keypad with a PIM code
Memory Card: allow access using a SLE4442 or SLE4428 memory card

The configuration includes the following items:

Cabinet IP: The IP address of the cabinet computer

Cabinet Name: This is the name of the cabinet; it will be shown on the LCD screen of cabinet
Switch Address: The IP address of the Cisco switch coming with the cabinet.
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Auto-Enrollment: If checked, it will enable auto-enrollment, and a new user can register him/herself into the
database by scanning the badge

Auto-Connection: If checked, CAC-GUI will login itself after 2 minutes

Check-in Option: If checked, the administrator can check-in devices for other users

Debug Window: When checked, the debug portal for CACmanager will be available.

LCD Com Port: The COM port connecting the LCD screen on cabinet. The default choice is COM1

Door Open Time Alert: When the cabinet door is open for a certain time, it will start beeping and an record of
log is written for the event. The default value is 120 seconds.

Help Contact: The name of person for help. The content will be shown when user press “Help” button on
cabinet

Help Call: The phone number of people for help. It will be shown when user press “Help” button on cabinet
Tracking Option: It includes “No Tracking”, “Logic Tracking” and “Real Tracking”. For “No Tracking”, the
user can check-in and check-out device, but it does not track the device; for “Logic Tracking”, the device is
configured in a fixed port, the cabinet determines the device by the port; “Real Tracking” is the complete
function of the cabinet, it will scan the mac address and determine the device. The default choice is “Real
Tracking”.

Access Configuration: The access methods include HID card, CAC-Card, Barcode, Keypad-pin, and Memory
Card. The default setup is to include them all. The default value for Card ID Bit is 16, and FAC ID bit is 0.

*** ATTENTION: IP address and other network setup is related to the switch and live-sync function, please
refer to Appendix B for the setup of Cisco switch and refer to Appendix C for Cabinet network setup.
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4 Equipment Management

4.1 Equipment List

The equipment details are shown in tab “Equipment List (Storage)”. It includes Equipment ID number,
Description, Manufacture, Serial Number, Vendor ID, Product ID. The most important parameters are
Equipment ID and Serial Number. Equipment ID should be unique locally in the cabinet; and it is a local
parameter in the cabinet; Serial Number need to be unique globally, usually it is obtained by scanning the
devices on the cabinet, it is the identification we use across the cabinet network. Currently we use the mac
address of the network card of the tablet as its serial number.

There is a column in the table called “Port Number”, it is the fixed port number for the device when the cabinet
is in “Logic Tracking” mode; when the cabinet is in “Real Tracking” mode or “No Tracking” mode, this
parameter can be ignored.

A screenshot of Equipment List is as following:

tp:/fwww.pluginstorage.com  System Config Receipt Layout Report Config Email Config  Equipment List (Storage)  Port Config User Accounts  Snapshot / Cabinet Comma

Ma.1
MNa.2
MNo.3
Mo.d
MNo.5
Mo.b
Mo.7
Mo.8

HP Elite G2 Tablet
HP Elite G2 Tablet
HP Elite G2 Tablet
HP Elite G2 Tablet
HP Elite G2 Tablet
HP Elite G2 Tablet
HP Elite G2 Tablet
HP Elite G2 Tablet

A:cer62:25:9016
B0hceb2:2b:53:96
A:cerb2:25:80de
8ceb2i2bib2ibd
B0:ceb2:25:8c:2f
Acebdi2facs2
8ice62:22:57:00
Biceb2:2bi2hibe

] O
O O
O (]
O O
O O
| O
O O
] O
O O

The parameters in the table can be manually changed; port number can only be changed when the cabinet in
“Logic Tracking” mode, while in “Real Tracking” mode, the column is read only. When one device needs to be
deleted from the cabinet, you can check the “DELETE” column of the related line. If a device needs to be
blocked from the cabinet, you can select the “BLOCKED” column of the line, then the LED light of the port
where the device is placed is off. After the change of the information, click the “Save Changes” button in the
upper right corner, and the information will be saved to the database.

4.2 Read Serial Number of the Equipment

The Serial Number of the device can be obtained with “Device Serial Number Setup” function in “System
Config” tab. A screenshot is as following:
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— Asset Management —

Systern Diagnostics: Systemn Diagnostics

Device Serial Mumber Setup: Select Port ~ GO
11

MISSING EQUIPMENT WARMING (hours): |15 |
16

MISSING EQUIPMENT ALARM (hours): 2 |
3

Manage Device Overdue: 4 F
b

Broken Device M !

roken Device Management: Al ft
Broken Port Management: m
Broken Light Managernent: Load Light List

Click “Select Port” component of the page, it will list all the port numbers currently having device in the
cabinet, choose the one you want to scan and click “GQO” button, the serial number and the default value of
other parameters will fill the line for this port in tab “Equipment List”, if the port already has a set of device
information, the information will be overwritten with the newly scanned serial number and the default
parameter for other values.

If choosing “All” in the port number list, all the values in the equipment list will be overwritten. Currently we
have maximum 16 equipment available that matches the 16 ports of the cabinet.

4.3 Equipment Overdue

When a device has not been returned after a certain time, a waning record will be generated and saved in the
database; and after some time, if it is still not returned, the program will generate an alarming record in the
database, at the same time an email will be sent out to the administrator (see Email section for more details).
The following is a screenshot for the related GUI:
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— aAssel Management —

System Diagnostics: | Systemn Diagnostics

Device Serial Number Setup: |Select Port w G0

MISSING EQGUIPMEMNT WARNING (hours): | 12 |

MISSING EQUIPMENT ALARM (hours): |9_4 |

Manage Device Overdue: | Device Overdue |
Eroken Device Management: | Load Device List |
Eroken Port Management: | Load Port List |
Broken Light Management: | Load Light List |

The time for the warning and the alarm can be set in fields of “Missing Equipment Warning” and “Missing
Equipment Alarm” from the picture shown above.

When clicking “Device Overdue” button, a window will pop up for the list of all the overdue records. The
window is as following:

List of Devices Owverdue

80:ceb2i25eBa:2f | Patrick Spada Mon Sep 30 13:58:55 2019 Checkin
00:el4c:68:04:02 | Patrick Spada | Thu Oct 10 22:22:32 2019 Checked cut 14 hours 57 minutes =
80:ce62:25:9c:16 | Patrick Spada Wed Oct 02 15:28:19 2019 Checkin
80:ceb2:25:8c:de | Patrick Spada | Fri Sep 27 10:01:52 2019 Checkin

80:cebd:dyBode | Patrick Spada | Fri 5ep 27 10:01:52 2019 Checkin

The window lists the items with serial number, username, time of checking out, status and the comment. The
yellow items represent the warning record, and the red items represents the alarming records.
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If we want to update the items, click on the related record and a window will pop up as following:

Device Detail ot

Details of Device Overdue

Serial Number: B cexf2:22:57:00
User Name: Marc Karpel
Time Checkedout: | Wed Oct 02 13:21:54 2019

Status: Setup

Comment:

Update Delete

The comment section is available to edit; other values are generated when recording the information, so they are
set to be read-only. When the device is returned, the “Status” value will be automatically set to “Check-in”.

If we want to delete the item, just click “Delete” button.

4.4 Management of Broken Device

The management of broken device includes the reporting of broken device and the its status updating.

4.4.1 Report of Broken Device

Both the employee and administrator can report the broken device. For employee reporting, the user press
HELP button of the keypad on the cabinet, the LCD screen will show a list for him/her to choose. The following
is the picture of the keypad:
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HELF ACCESS
SELECT HLTIUITV:

Use up and down arrow on the keypad to choose the options, until see “Report Broken Device”, press return
button to choose, and then follow the standard procedure to check in. It does not matter the device is plugged in
or not.

The following is a picture of the LCD screen:

HELF HLmme

REFORT tﬁﬁihu DEUICE

N e » - D2 P S

. b o Yo P B M
e Rt N SR T 1y
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When the administer reports the broken device, he/she can follow different route. After badge in or input the
keypad number, the LCD screen is as following:

Use the arrow on the keypad to browse the list and choose the one with “Broken Device”. The picture is as
following:

The screen will display the devices that have been checked out, use arrow key to choose the one you want to
report, a screen is as following:

After pressing “Enter” key, the door of the cabinet will open, and the admin can place the device into the
cabinet.
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After a broken device is reported, a record will be generated in the database, and an email will be sent out to the
administrator (See Email section for the email format)

4.4.2 Browse and Update Broken Device

The records of the broken device can be browsed and managed with an interface. Click button “Load Device
List” in “System Config” tab and a window will show up with the list of broken device records. The following
IS a screen shot:

— Asset Management —

Systern Diagnostics: | System Diagnostics

Device Serial Mumber Setup: |Select Port ~ G0

MISSING EGUIPMENT WARNING (hours): | 12 |

MISSING EQUIPMEMNT ALARM (hours): |24 |

Manage Device Overdue: | Device Overdue |
Eroken Device Management: | Load Device List |
Broken Port Management: | Load Port List |
Broken Light Management: | Load Light List |

The following is a screenshot for the list of records in the broken-device window:

Broken Device *

List of Broken Devices

B80:ce:62:25:8c:2f 2 John Doe 0 Wed Aug 14 13:27:57 2019 - - Reported
B8liceb2:25iac:52 14 John Doe 0 Wed Aug 14 16:41:31 2019 - - Reported
Blice:b2:25:ac:52 3 John Doe 0 | Thu Aug 15 08:3%:04 2015 - - Reported
B0iceb2:2b:62: b4 4 John Doe 0 | Thu Aug 15 08:51:32 2019 - - Reported
80iceb2:25:ac:52 9 John Doe 0 | Thu Aug 15 08:55:34 2019 - - Reported

Unknown 12 John Doed | Tue Aug 20 15:22:18 2019 - - Reported
Biceb2:25:8cide 17 Patrick Spada Tue Aug 27 14:23:02 2019 - - Reported
80:ce62:25:8c:2f -1 Marc Karpel 'Wed Aug 28 10:02:12 2019 - - Reported

When clicking a record item, a window will appear with the detail of the records. The following is the window:
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Device Detail

Details of Broken Device
Serial Number:
Port Number:
User Name:
Time Reported:
Time Solved:

User Solved:

Status:

Problem Description:

Solution:

Comment:

Update

30:ceb2:25:ac:52

3

lohn Doe 0

Thu Aug 15 08:3%:04 2019
Fri Oct 18 09:18:08 2019

fong

() Reported
() Reproduced
() Removed

(®) Fixed

The device cannot start

Do a full charge to the device and hold the
"turn off" button for 10 seconds to reset

The device has been placed back to
cabinet

Delete

The record has several statuses: reported, reproduced, removed and fixed. The user can input the detail of the
problem and the solution of fixing it. The record can also be deleted if required.
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5. User Management

5.1 Update of User Information

The management of user information is mostly located in “User Accounts” tab; the aircraft line/aircraft number
and the temporary user management are in “User Management” section of “System Config” tab. The following
IS a screenshot of the User Accounts tab:

g fmew plugmtcrasge.com  Syvtem Conhg  Recegt Layout  Repost Config  fmed Comfig  Equipment List (Storage)  Port Config Ve Accounts Snapshot / Cabinet Comemands  Unage S2ativtics

Dietauk Entries when chicong ‘New ey’

[ Delete AP Upere vy 1 PN
[T PHONE »

[Jtockoet AN Users Squadron SQUADRON
Othar e WS MO

Rl a : : y >
“ o 0 []  Pawick Spads 037 A | HDFAD  Unknown Unknows  Uskmomn  Fhghibise Group | 113087241 ZodDacttd b2 TEANS2S N0t 15k 1 26365ctb Te0S
0 O [] lohnOcet 1359 M 1 MORAD  Uninown Unimowe Urkngem  Fightiime Gecup | B3I WAiF eatéiDd 1 e TeB505 56514 c 50632 300 21 Tee M
m 0 0 [0 JohnOse? L} ] 1 MDEFD  Unknown Unknown  Ukmgwn  MantenanceGrmup . SSIbSSETISN0 Ted dedeei 141 SO T daetc 1504

The table lists all the information about the user. Most of them can be changed and updated. Signature ID needs
to be automatically generated as the encrypted information of the badge card.

“System Admin” column of the user line can be selected to set the user to be administrator; a user can also be
locked out by selecting on “User Lockout” column; “Delete User” column is for deleting a certain user.
5.2 Management of Aircraft Info

The employee has a corresponding aircraft line and aircraft number assigned to him/her for a certain task. When
the task changes, the related aircraft information (A/C info) could be changed too.

The aircraft information is maintained in “User Config” section of “System Config” tab. The following is the
button for loading A/C info:
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— User Config —

Aircraft LM/ Mum Setup: I Load AC LMN/MNUM |

Ternporary Pin Setup: | User Mame GO OR  MNEW USER
Temporary Pin Overview: | Load Temporary Pin |

When click “Load AC LN/NUM?” button, the following window will show up:

Aircraft Line/Mumber >
Aircraft Line/Number
Save Cancel
”
] UHEOM 000 1
] UHEOM 0002 2
] UHEDM 0003 3
] HHEOM 0023 4
] HHEDM 0024 5
] HHEOM 0025 6
] HHEDM 0026 7
| HHEW 0019 8
] HHEOW 0020 9
] MHEDR 000 10
] CH33K 0003 1
] CH33K 0006 12
] CH33K ooy 13
] CH33K 0003 14
0

In the above table, column “List Order” is the order to be shown in the LCD menu of the cabinet. For example,
A/C line of UH60M with A/C number of 0002 will be the second position in the selection order.
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When changing a certain value, we can click on the cell, and type in the new value. If we want to add a new
record, just click the last line of the table and fill the content; selecting “Delete” column will make the related
line removed. After the modification of the data, click “Save” button, the changes will be saved to database.

5.3 Temporary User Management
Some temporary users are not formal employee of the company, they could be visitors, staff from other
company for project cooperation, or other temporary workers. This function could also be used for employees

who temporarily does not have a badge. They could be assigned a temporary PIN number to access the cabinet.

The function of temporary user is managed in “User Config” section of “System Config” tab as following
diagram:

— User Config —

Aircraft LMN/Mum Setup: Load AC LN/MUM

Ternporary User/Pin Setup: User Name GO OR  NEW USER
Temporary User Cverview: Load Temporary User

5.3.1 Setup of New User

New Users include the employee without badge and the visitors. Employees without badge already have their
profiles setup in the database; while visitors are people from outside of the organization who has no profiles
available.

5.3.1.1 For Employee without Badge

For the employees whose badges are not available and need a temporary pin, you can type in their username (or
part of their username) as keyword, and click “GQO” button to search for their profile, a window will appear with
all the record including the keyword.
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— Usger Config —
Aircraft LM/Mum Setup: | Load AC LMN/NUM |
Ternporary User/Pin Setup: | lohn Doe GO OR  MEW USER
Temporary User Overview: | Load Temporary User |

The following is the records with username containing keyword “John Doe”.

Llser List

List of Users

John Doe 1 13159 Unknown Flightline Group 1

John Doe 2 103 Unknown Maintenance Group 3

When clicking a record, a window will appear for the detailed setup:
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|lcer Details

User Details
User Name: lohn Doe 1
User ID: 13159
Phone: Unknown
Email:
Temporary Pin: 61833

(® one hour

MNA

Availability Length: © °neday

() one week MA

O custom
Status: Setup

Send Re-generate Close

Some information such as User 1D, Phone, Email has already been transferred from the User Account database.
Temporary Pin is automatically generated and filled, if you do not like the Pin value, you could click “Re-
generate” button and get another Pin. The Pin is a 5-digit random number.

Availability Length is the time length that the Pin is valid. It is set to “one hour” by default. Other options
include “one day”, “one week”, and “custom”. When choosing “custom”, the start time and end time needs to
be setup.
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|lzer Details ot

Uszer Details

User Name: John Doe 1
User ID: 13159
Phone: Unknown
Email:

Temporary Pin: 338920

) one hour
Start Time

Availability Length: © °neday
() one week End Tirne

(®) custom

Status: Setup

Send Re-generate Close

Status of the user is “Setup” by default when created; it means the user has just been setup. The status also
includes “Queued”, “Sent”, “Expired”, which will be descripted in later section of this chapter.

5.3.1.2 For Visitors

For visitors applying a temporary PIN, we need to create a new profile. Clicking “New User” link and a
window will show up:

— User Config —

Aircraft LN/Murm Setup: Load AC LM/MUM

Temporary User/Pin Setup: lohn Doe GO OR | NEW USER
Termnperary User Cverview: Load Ternporary User

pg. 25




The following windows will appear:

Mew Temp User .

Uzer Details
User Name:
User ID: Tempd
Phone:
Email:
Temporary Pin: 458691

{®) one hour

MNA

Availability Length: © one 92y

() one week MA

O custom
Status: Setup

Send Re-generate Close

Some columns have been filled with default value. “User ID” is the unique identification of the user, it is
automatically created with serial information included. “Temporary Pin” is a random number automatically
generated; click “Re-generate” button can change the temporary Pin. Click “Send” button and the temporary pin
will be sent to the user’s email address.

5.3.2 Update of Temporary User

Once the temporary users are created, they can be accessed by press “Load Temporary User” button.
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— User Config —

Aircraft LM/ MNum Setup:

Temporary User/Pin Setup:

Temporary User Overview:

Load AC LM/MNUM

| John Doe

G0

OR  MEW USER

Load Temporary User

A window will show up after pressing the button:

Termporary User List

John Doe 100

John Doe 101
John Doel02
John Doe 1

Templ
Temp2

Temp3
13159

822373
299088

ooEos.com
wo@oo.com
o @oo.com

o @oocom

Temporary User List

20310010000
203-100-10000
203-100¢-30000

Unknown

Ernail
Ernail
Email

Ermail

Fri Oct 11 16:46:18 2019
Mon Oct 14 09:06:08 2019

hour

day

Mon Oct 14 09:07:51 2019 | week

Mon Oct 14 08:40:19 2015

hour

Sent
Sent
Sent

Sent

When clicking a record, a window will appear with the details of the user:
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Ternpeorary User Detail

User Details

User Name:

Temporary Pin:

Created Time:

Created By Computer Name:

lohn Dioe 101

User ID: Termp2
Phone: 203 -1000-y000¢
Email: wat@ooccom

443293

Mon Oct 14 09:06:08 2019

) one hour
MA
Term: ® one day
) one week M
Ocustu:um
Created By Computer IP: 192.168.0.18

ZONG-COMPUTER

() Setup
Status: O Queued
(®) Sent
() Expired
Means: @Email OTet (O Both
Comment: -
Update Renew Re-Generate Delete Close

Besides the information introduced in the earlier section, there are several new columns in the window,
including “Created Time”, “Created by Computer IP”, “Created by Computer Name”, “Status”, “Means” and
“Comment”.
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“Created Time”, “Created by Computer IP”, “Created by Computer Name” are automatically generated when
the record is created to write down the time, computer IP and computer Name.

“Status” is the current status of the pin, including “Setup”, “Queued”, “Sent” and “Expired”. “Setup” is the
stage when the user is created; once it is created, it is placed into a queue for sending out by email; after the PIN
has been sent by email, the status is changed to “Sent”; and the status becomes “Expired” when the it is beyond
the time range of availability.

“Means” is the method to send the temporary PIN out to the user. The default method is email, another option is
by texting; it can also be sent by both email and text. A station is required for the function of texting.

Among all the buttons on the bottom of the page, “Renew” is a new one. When the user has an expired PIN, we
could just renew it without changing other values of the profile. When “Renew” button is pressed, the
background of the changed columns will become yellow. A screenshot is as following to show the screen
appearance of pressing “Renew” button:
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Termporary User Detail X

User Details
User Name: lohn Doe 101
User ID: Temp2
Phone: 203-300-1000
Email: woc@ooLcom
Temporary Pin: 636260
Created Time: Mon Oct 14 11:38:57 2019
(® one hour
MA
Term: O ene day
() one week MA
Ocustu:um
Created By Computer IP: 192.168.0.18

Created By Computer Name: | ZONG-COMPUTER

(®) Setup
Status; O Queued
() Sent
() Expired
Means: @Email OTet (O Both
Comment: -
Update Renew Re-Generate Delete Close

After press “Update” button, the changed information will be saved into the database.
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6. Cabinet Management

Cabinet management includes “System Diagnostics”, “Broken Port Management” and “Broken Light
Management”. It can be accessed in “Assets Management” of “System Config” tab.

— Asset Management —

System Diagnostics: Systemn Diagnostics

Device Serial Mumber Setup: Select Port W GO

MISSING EQUIPMENT WARNING (hours): | 12 |

MISSING EQUIPMENT ALARM (hours): | 24 |

Manage Device Overdue: Device Overdue
Broken Device Management: Load Device List
Broken Port Management: Load Port List

Broken Light Management: Load Light List

6.1 System Diagnostics

System diagnostics is a process to check a list of resources of the cabinet to see if it is working well. Normally
this feature is used when there is a system setup change or there is something abnormal happened.

When press “System Diagnostics” button, a window will appear showing the progress of the process:
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Diagnostics >

Diagnestics Result

Setup Cabinet: - Scanning (17)

Check Switch:
Check USBC Boards:
Check COM Port:

Check Database:

Close

Basically, the diagnostics process checks four major components of the cabinet: Switch, USBC Boards, COM
port, and database. Switch is the Cisco switch that connects the cabinet computer and the tablets, USBC board
is the set of electronic boards charging the devices, COM port is the COM port interface function with the USB
convertion, and database checking is to make sure the integrity of some key tables in the database.

If the diagnostics has found a problem, the related item will show “Fail” with red color and there will be a
paragraph of description about the failure. An example is shown as following:
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Diagnostics

Diagnestics Result

Check UsBC Boards: [N s

Close

If the diagnostics has not found any issue. The interface is as following:

Diagnestics

Diagnostics Result

sep Cobine: | N
checkswicch: | N—
Check UsBC Boards: [N s
checkcompor: | N
checkDatebaze: | N

Close
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6.2 Broken Port Management

When clicking “Load Port List” button in “Assets Management” section of “System Config” tab, a window will
show up with the list of broken port records.

List of Broken Ports

2 zong Thu Aug 15 09:57:27 2019 Thu Aug 15 09:57:52 2019 Zong Fixed |able cannot connect sem inge a usbe ca
T zi Thu Sep 12 11:11:33 2019 | Thu Sep 12 11:15:08 2019 zli Fixed ush is broken - na
Add Line

Click on the last line of the table to report a new item of broken light:

fdd Port >

Add Broken Port

Port Number:

User Name: |

Problem Description:

Comment:

Add Cancel

Click “Select Port” to choose the port, type in the user and the problem description, press “Add” and the record
will be added into the database.

Once the record is created, we can click on the item and update the status in a new window:
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Port Detail X

Details of Broken Port

Port Number: 2
User Name: zong
Time Reported: Thu Aug 15 09:57:27 2019
Time Solved: Thu Aug 15 09:57:52 2019
User Solved: Zong

() Reported
Status: Oﬂepruduced

(®) Fixed

usbe cable cannot connect sometimes

Problem Description:

change a usbc cable

Solution:

Comment:

Update Delete

When the record is created, “Time Reported” is automatically added, and when the Status is changed to
“Fixed”, “Time Solved” is updated automatically with the current time. “User Solved” field is required when
the status is changed to “Fixed”.
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6.3 Broken Light
When a LED light is broken, it can be reported to the database, and the issue can be updated and followed up.
6.3.1 Report of Broken Light

There are several ways to report a broken light: report on cabinet by administrator, report on cabinet by
employee and report on CAC-GUI by administrator. The following is the detailed steps for them.

6.3.1.1 Report by Admin on Cabinet

After administrator has logged in, the following display will be shown on LCD screen:

Scroll the screen with the arrow buttons on keypad, until found the following display:

Press the enter button, then enter the port number, and the issue is reported.
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6.3.1.2 Report by Employee on Cabinet

After the employee has badged in and confirmed the aircraft information, press “HELP” button on the keypad,
and the following screen will be shown:

PHELP AccEss
REFURT EROKEM LIGHTH

Press “Enter” button on the keypad, type in the port number and the broken light is added into the database.

6.3.1.3 Report by Admin on CAC-GUI

Click on “Load Light List” button, a window will appear with the list of record for the broken light. Click the
last line of the table, a window will show up for new record input as following:
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Add Broken Light Detail >

Add Broken Light

Port Number:

User Name: |

L]
Problem Description:

L

"y
Comment:

W

Add Cancel

Fill the related information to the table and click “Add” button, a new record will be added to the database.

6.3.2 Update the Record

Click “Load Light List” button on CAC-GUI, the following window will appear with the records of broken
light:

List of Broken Lights

Patrick Spada Mon Sep 30 12:47:03 2019 _— Green Light is always off

Patrick Spada Mon Sep 30 15:01:26 2019 - - Reported 1 light and green light are not:

Patrick Spada Maon Sep 30 15::47:38 2019 - - Reported htturned on and then remain
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When the problem is reproduced and verified, the related records will become yellow; when the problem is
fixed, it is shown as green.

Click the item in the list, and a window will appear with the details:

Problem Detail ot

Details of Broken Light

Port Number: 5
User Name: System Admin
Time Reported: ‘Wed Oct 02 09:2%:46 2019
Time Solved: Mone
User Solved: Mone
() Reported
Status: (®) Reproduced
() Fixed

Red light is net working

Problem Description:

Mone
Solution:
Maone
Comment:
Update Delete

Change the contents and click “Update” button, the information will be saved into the database; press “Delete”
button and the related record will be removed.
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7 Database Management

Database management includes the following functions: Database List management, Remove Temporary Data,
Clear Master Checkout, Remove Checkout, and Live-sync setup. Most functions locate at “Database
Management” section of “System Config”; “Remove Checkout” function is located at admin menu of cabinet.

The following is a screenshot of “Database Management” section:

— Database Management —
Database List: | Load Database List |
Remove Temp Data in Database: | Remove Temp Tables |
Clear Master Checkout: | Clear Master Checkout |
Choices
Database Live Sync O MNo

7.1 Database List Management

Database list is the list of the database in the network. Its main purpose is to provide a list of databases to
choose when the cabinet is set to live-sync. Therefore, the master database or pool database should be included
in the list.

When click “Load Database List” button, a window will appear as following:

Database List

List of S5QL Server Database

Save Cancel

] CabinetPool 192.168.0.151 | SOLEXPRESS | CabinetinfoPool pssipool 1433
] LMCO MUMT | 1921380152 | SOLEXPRESS CabinetServer] admin 1433
] LMCO MUMZ | 192.168.0.153 | SOLEXPRESS CabinetServerd adrmin 1433
L]
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Click on the field you want to modify and type in the change; click the last line of the table to add a new record,
choose on the “Delete” column if you want to remove that record. Press “Save” button and the change will be
saved in the database.

7.2 Remove Temporary Contents

The program has some tables to save the medium result of the operation. When re-install or re-setup the cabinet,
these temporary contents could cause some problem because the data might become irrelevant in the new setup.
Therefore, we need to clear these tables when necessary.

Press “Remove Temp Tables” button and the temporary contents will be deleted.

7.3 Clear Master Checkout

Master database has all the records of the checked-out devices to the cabinets which are syncing to it. Normally
the records of the checkouts are automatically managed, but occasionally the we need to organize the inventory
of some cabinets, and the records might become falsified. On this situation we need to clear these checkout
records.

Press “Clear Master Checkout” button, and the table for checkout devices in master database is cleared. Live-
sync option (will be discussed later) needs to be enabled when doing the clearance.

7.4 Remove Checkout

This option is for removing the local check-out device, this is used for un-do a false checkout action when
required. It needs privilege of administrator. From the menu of administrator on cabinet, scroll to the
“REMOVE CHECKOUT” item, press “ENTER” on the keypad.
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In the following menu, it will display the devices that have been checked out, use arrow buttons to change the
device. The following is a picture:

When having found the device you want to remove, press “ENTER” button, and the item will be removed from
the checkout list of the database.

7.5 Database Live Sync

The cabinets can work individually, or work as a group in the network. When the cabinet works as a node in the
network, it will share the user list, equipment list, and checkout list with the master database. For this situation,
we need to turn on the live-sync function. The setup is as following:

— Database Management —

Database List: Load Database List

Remowve Temp Data in Database: Rermaowve Temp Tables

Clear Master Checkout: Clear Master Checkout
Choices

Database Live Sync O No Database Name:IP address: Username: Login
(@ Yes Server Name: Port Number:Password:

From the “Choice” option, choose “Yes”; from “Database Name”, choose the name of the master database, and
other fields will be filled automatically except password; the information is from the database list. At the first
time we need to input password, then it will be encrypted and saved to
C:\Users\PlugInStorage\AppData\poolmssql_bytes.bin; and it will be decrypted and be filled in “Password”
field in the following logins. When the password is changed, the login will fail, and we need to input the new
password again.
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8. Report Function

Report is built on the log generated during the operation. It includes .pdf format, .cvs format and .htm format.
The setup of reporting function is located on “Report Config” tab of CAC-GUI.

The generation of report needs the setup of report filter, report content and report timing. A screenshot is as
following:

B Cac bt G vERS
[File  GuiConfig Hep

P § inet 1 Change Database Setup
| R 1744 o A Coee ' , S
l | tocalhost _] locathest  « | Saver Nama:  SQLEXPRESS |Usemama: | pssisqy |
Database Name = CabinetServer | Port Number | 1433 ;

l e/ /weew.pluginstoragecom  Systern Config  Receipt Layout  Report Config  Email Canfig  Equipment List (Storage)  Port Config  User Accounts  Snapshot / Cabinet Commands  Usage Statistics

{Generate Report j fem——— ‘j

:l [} Daily Report Accuss Method Deawer Number  User Nama, Dravwer Numbee Date-Range Equpment-Item 1D = Monday, Tussday, Wednesday, Thursday, Friday, 8:300M
' ! Weeldy Report Access Method User Name, Drawer Numbes, Date-Range, Egupment-item 1D # Foiday, $0:306M
-! O Adenin Activity Admervstrator Acteites Usar Namw, Access Method Drawer Number, Date-Range Meoday, Tuesday, Wednescay, Thursday, Fridey Saturday Sunday, 10:30P0M
. O Broken Device Alet Broken Device User Narme, Drawer Number OnEvert
, ] Pewer Outage Alert » Power Outage User Name, Date-Range OnEvertt
j O

8.1 Report Filter
Report filter is the condition for what we want from the log. When click “Report Filter” column of the report
item, a window will appear with the details of filter setup. All those conditions are with logic “and”

relationship.

A screenshot is as following:
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Report Filter

REPORT FILTER SELECTIOM. (Filters selected are used as AMD conditionals)

User Name [] | UserMame

User ID [] | UserlD

Signature ID [|  MatchinglD

Access Method

Drawer Number

Date-Range [ |

Equipment ID []

Missing Equipment []
Administrator Activities [
Cabinet Alerts [

Broken Device [

Broken Port []

Cable Unconnected [
Second Checkout [
Power Outage [ ]

YWrong Checkin [ ]

Access Method

() Keypad PIM
() CAC Card
(®) HID RFID

) Memory Card
i) Barcode

1-16

Type of Activity
(®) All-Activities
() Check-IM

() Check-QUT

START Time

Equipment!D

oK

EMD Time
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Filters include two type: one type is used for general reports; the other is for special events that can be used for
email alert.

Type One filter includes the following setup:

User Name: the username for the employee; only record with this employee is available in the report

User ID: the user ID of the employee

Signature ID: the signature ID of the user

Access Method: it includes “Keypad PIN”, “CAC Card”, “HID RFID”, “Memory Card”, and “Barcode”
Drawer Number: only drawers related to this setup are selected. The number start from 1, and it could be a
range, such as “1-16”.

Data Range: it only chooses the record between the “Start Time” and “End Time”.

Equipment ID: only records with this equipment ID are available.

Administrator Activity: only records of person with administrator privilege is available

Type two filter includes the following setup:

Missing Equipment: if a device is not returned after certain time, it is considered as missing equipment and an
alarming email will be sent. The time threshold can be setup in “System Config” tab.

Cabinet Alerts: when the cabinet has a reconfiguration, it sends out an email.

Broken Device: when a broken device is reported, an email is sent for the event

Broken Port: When a broken port is reported, an email will be sent

Cable Unconnected: When a USB cable or USBC cable is not connected to the device, an email will be sent
Second Checkout: When the user has checked out another device without checking in the first one, an email will
be sent

Power Outage: When there is a power outage, the UPS will start to provide power to the computer, and an email
will be sent

Wrong Check-in: If a user check in a device that was not checked out by him, the action is not valid, and an
email will be sent.

8.2 Report Content

Report content is the data that are included in the report. As there is a limitation for the width of PDF file, the
content cannot go beyond its ability.

When clicking the “Report Content” section of the related record, a window will appear with the details of the
content to setup. The following is a screenshot:
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Report Content .

REPORT COMTEMT SELECTIOMN. (Data included in report)

User Name [l user 1D
L] Signature 1D [ ] Access Method
Drawer Number Date-Hange

Equipment-ltem ID # [ ] Missing Equipment
[ Equipmentitem Descr [ Rank

] Phone # [] Squadron
[ User Misc. Info [] Equipment-ltem Misc. Info
[] Quantity CJua

] Admin. } Other Details

OK

8.3 Report Timing
Report timing is basically for email function. It sets up the time/day of when the email will be sent. When
choosing “On Event”, it means the email will be sent in real-time; when choosing “At This Time”, we need to

choose a day and a time for when the email is sent.

When clicking on the “Report Time” section of the related item, a window will appear with the setup of report
timing.
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Report Time

Report Day Selection
Monday
Tuesday
Wednesday
Thursday
Friday

[] Saturday

[] Sunday

[] On Event

At This Time:

Report Time Selection

0 |s:3ﬁ

v oam

1 | Select an Opticn

v| @am.

Z | Select an Option

v| @am.

3 | Select an Opticn

v| @am.

4 | Select an Option

v| @am.

L | Select an Opticn

v| @am.

OK

@ P.M.

COP.M.

O P.M.

COP.M.

O P.M.

COP.M.

8.4 Report Generation

From the GUI, choose “Item Delete or Report” column of the report item, and press “Generate Report” button,
the related pdf file will be generated. If press “Export as .CSV” button, the report will be saved a .csv file.
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[P/ wwe phuginetorsge.com  System Config  Receipt Layout Report Config  Emad Config  Equpment List (Storage)  Port Config  User Accounts  Snapehat / Cabanet C ds Usage Statisti

— e

Daily Repont Access Methed Drawer Numbes  User Name Drawer Number, Date-Range, Equpment-item 1D # Monday, Tuesday, Wednesday, Thursday, Friday BE30PM

eer Madh »1 Name ot Numbes Date-Ranoe Ea

. Admen Actiity Administrator Actrites User Name Access Method, Drawer Number, Date-Range  Monday, Tuesday, Wednesday, Thursday Friday, Saturday, Sunday, 10:30PM

O » Broken Device Alert Broken Device User Name, Drower Numbes OnEvent
O Power Outage Alent Power Outage User Name, Date-Range OnEvent
0 !
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9 Email Function

Email function can be set up to receive report or the event alert about the cabinet. Some setup related to report
has already been discussed in previous chapter (Report Function).

The email is sent out from the cabinet and it is only available when the cabinet is connected to Internet. The

email server and email account are required for the setup. Email setup locates at “Email Config” tab of CAC-
GUL.

9.1 Email Account Setup

We need to setup the email server and email account for the cabinet to send email out. The following is a
screenshot of the configuration, it locates at the upper section of the page of “Email Config” tab. The following
screenshot is an example of the setup.

SMTP Cabinet Configuration

Domain: smitp.gmail.com

Portf[Empty for default]: | 465

Username: cabinet1@pluginstorage.com
Password: PE———

From: cabinet] @pluginstorage.com

To: lohnDoel@testrmail.com, JohnDoedt

This section is read-only by default for the protection purpose. We need to enable “SMTP Cabinet
Configuration” to change the setup.

Domain: This is the email domain, or smtp server name.

Port: The port number of smtp server

Username: The username to login to the smtp server, it could be just the name or the whole email address
Password: Password of the account

From: The email address of the sender

To: The people who receive the email, this field is read-only; It is filled automatically
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9.2 Email Recipient Setup

One person can receive up to 5 reports with one email address in one line; if we need to set up a user to receive
more than 5 reports, just start another line. The reports are configured in previous chapter and they are available

in the list when double-clicking the cell in the table, choose the report we need, and save the change. A

screenshot is as following:

Email Recipients:

. N JohnDoe1Stestmul.com test_2nd_checkout
I J JohnDoel @testmal,com cable_eror

. O JohaDoe3@testmal.com PowerOutage
l [ JohnDeoed@pluginstorage.com WrongCheckinTest
l a

9.3 Email Examples
This section provides several examples about the emails received.

The following is an alert email about a user checking out a second device

¢« O 6§ & 0 Db

Remote Cabinet_ User Checked Out Second Device inbox

zli@pluginstorage.com
tome -

“*AUTOMATIC EMAIL, DO NOT RESPOND™
Dear Plug-In Storage Systems Dock & Lock CA Cabinet Administrator,

This is an automatic email from cabinet:
Remote Cabinet

This email is regarding:
User has a device checked out, but chack out another one without checking in the first one.

Further Details:
Device Serail number: 80:ce:62:2b:62:b4

Checked in by: John Doe 0 (503587)
Time: 2019/08/06, 13:22:32

If you have any questions or require further assistance, please contact:
Plug-In Storage Systems

1-800-231-5952
info@pluginstorage.com

102 of 787

Tue, Aug 6, 1:23 PM

<

o

> 2
& O
'
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The following screenshot is an alert email of cable unconnected:

¢« O 6§ & 0 Db

Remote Cabinet_ Cable Unconnected inbox x

zli@pluginstorage.com
tome -

“*AUTOMATIC EMAIL, DO NOT RESPOND™*
Dear Plug-In Storage Systems Dock & Lock CA Cabinet Administrator,

This is an automatic email from cabinet:
Remote Cabinet

This email is regarding:
Cable Unconnected - USBC cable is not firmly connected.

Further Details:

Port number: 7

Checked in by: John Doe 6 (50387)
Time: 2019/05/08, 10:39:18

If you have any questions or require further assistance, please contact:
Plug-In Storage Systems

1-800-231-5952
info@pluginstorage.com

193 of 787

Wed, May 8, 11:40 AM

< >
=
W

The following is an example of wrong check-in:
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o 6 §8 & 0 b

LMCO CAB 9_ User Checked In Wrong Device inbox x

zli@pluginstorage.com
tome -

“*AUTOMATIC EMAIL, DO NOT RESPOND™
Dear Plug-In Storage Systems Dock & Lock CA Cabinet Administrator,

This is an automatic email from cabinst:
LMCO CAB 9

This email is regarding:
User has returnad a device that belongs to somebody else.

Further Details:

Device Serail number: 80:ce:62:22:57:00
Chzcked in by: Patrick Spada (50397)
Time: 2019/10/02, 15:23:29

If you have any questions or require further assistance, please contact:
Plug-In Storage Systems

1-800-231-5952
info(@pluginstorage.com

4, Reply m» Forward

1301790

Wed, Oct 2, 3:23 PM

£ >

PR N

The following is an example for power outage:

—

g 6 § ® ©6 BO =

LMCO CAB 7_ Power Outage oo =

Zli@pluginstorage.com

tome «

“*AUTOMATIC EMAIL. DO NOT RESPOND™
Dear Plug-In Storage Systems Dock & Lock CA Cabinet Administratos

This is an automatic amall from cabinget
LMCOCAB T

This email is regarding
The cabinet could hava a power outage now, please check as soon a3 possible

i you have any questions or require further assistance, please contact.
Plg-in Storage Systems

1-800-231-5552
irdo pluginstorags com

63 af N0

Wea, Sap 11,1023 AM

& 2

WO
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The following is about temporary PIN:

<« 0O o0 8 =2 © D ®

LMCO CAB 9_Temporary_PIN inbox x

zli@pluginstorage.com
toxxx -

“*AUTOMATIC EMAIL, DO NOT RESPOND™
Dear Plug-In Storage Systems Dock & Lock CA Cabinet Administrator,

This is an automatic email from cabinet:
LMCO CAB 9

This email is regarding:
The following PIN is avaible to open the cabinet.

PIN Number: 448893

The PIN will expire in one day
If you have any questions or require further assistance, please contact:

Plug-In Storage Systems
1-800-231-5952
info@pluginstorage.com

20f790

Maon, Oct 14, 9:06 AM (4 days ago)

< >
O ]
W

o

&
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10 Statistics

10.1 General Usage

Statistics provides an overview to the activities of the cabinet. It locates at “Usage Statistics” tab of the GUL.
The following is a screenshot:

Statistic Type
() Usage Times by User () Usage Times by Device () Usage Times by Port
(®) Usage by Aircraft Info () Usage Length by User () Usage Length by Device

() Unknown Device by User () Unknown Device by Port () Forgeting Door by User

() Cable Unconnection by User () Cable Unconnection by Port () Taking Locked Device by User
(C) Taking Locked Device by Port  (C) Broken Device by Device () Broken Port by Port

() Detail of Unknown Device () Detail of Forgeting Door () Detail of Taking Locked Device
() Detail of Cable Unconnection () Detail of Power Outage

Show Graph

When clicking a statistics type, the bottom part of the screen will display a table for the details, the following is
a screenshot of the action:

Statistic Type
() Usage Times by User () Usage Times by Device (0 Usage Times by Port
() Usage by Aircraft Info | (®) Usage Length by User | () Usage Length by Device

(O Unknown Device by User (O Unknown Device by Port (O Forgeting Door by User

() Cable Unconnection by User () Cable Unconnection by Port () Taking Locked Device by User
(O Taking Locked Device by Port (O Broken Device by Device (O Broken Port by Port

() Detail of Unknown Device () Detail of Forgeting Door () Detail of Taking Locked Device
() Detail of Cable Unconnection () Detail of Power Outage

Show Graph

John Doe 1 736 (12 minutes 16 seconds )
John Doe 0 11962 (3 hours 19 minutes 22 seconds )
John Doe 3 1154793 (13 days 19 hours 33 minutes 13 seconds )
John Doe 2 281 (4 minutes 41 seconds )
Patrick Spadal 345 (% minutes 5 seconds )
Smith10 141 (2 minutes 21 seconds )
John Doe 9 83 (1 minutes 23 seconds )
IAmKeypad 96 (1 minutes 36 seconds )
Smithd 230 (3 minutes 50 seconds )
Marc Karpel 709912 (8 days 5 hours 11 minutes 52 seconds )
Jstermn Administrat 0 (0second )
Patrick Spada2 2442 (A0 minutes 42 seconds )
Patrick 5pada 22057 (6 hours 7 minutes 37 seconds )
userd 196 (3 minutes 16 seconds )

If we click field “Start Date” or “End Date”, a window will appear for choosing a start date or ending date. For
this setup, only the records within the time range are available. The following is a screenshot:
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(0 Usage Times by Port | 10/6/2019 |
() Usage Length by Device

() Forgeting Door by User | 1071572019 |

() Taking Locked Device by User oK
[ Shmase Grank

O Broken Port by Event Calendar it

() Detail of Taking

|October | =2 2019 |2
- Sun [Mon] Tue [Wed| Thu | Fri | Sat | -
112|345
67869 (101112
13 |14 [l 16 [ 17 | 18 | 19
2010121122 (23|24 |25 |26
27128 |29 |30 | 31

If “Show Graph” is selected, a chart will be available along with the table result when clicking a statistics item.
Most statistics has a graph chart except some “detail” items. The following is a screenshot for the setup:
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Statistic Type

(O Usage Times by User (O Usage Times by Device (®) Usage Times by Port Start Date

(O Usage by Aircraft Info (0 Usage Length by User (O Usage Length by Device

(O Unknown Device by User O Un %
(0) Cable Uncennection by User Ocal
(O Taking Locked Device by Port () Br
() Detail of Unknown Device O De Usage Times by Port
() Detail of Cable Unconnection  (_) De
6 67
14 63
15 63
13 59
3 58
4 54 g
10 37 =
2 36
7 35
] 32
3 28
16 26
1 26
12 26
9 24
1 20
6 14 15 13 5 4 10 2 7 8 3 16 11 12 9 1
Port Number

10.2 Details for Individual Reports

The statistic report includes following types:
10.2.1 Usage Times by User

This report gives the summary of how many times an individual user checks out a device from the cabinet. A
screenshot is as following:
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Patrick Spada 440
lohn Dee 0 111
Mare Karpel 27

Patrick Spada2 26
John Dee 11
lohn Doe 2 ¥
lohn Doe 3 &

Patrick Spadal 5

Smith10 4
Smithd 3
userd 3
lohn Deoe @ 2
[ArmKeypad 1

Plug-In Storage Systems Inc.

The first column is the name of user, and the second column is the times the user has checkout. For example, in

above table John Doe 0 has checked out 111 times altogether.

10.2.2 Usage Times by Device

This report gives summary of how many times it is checked out based on device. The following is a screenshot:
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Mo.5 (-]

1 (description 1)

Ma.G (-]

Mo.7 (-]

1 (HP Elite G2 Tab

HP Elite Tab 3 (-]

HP Elite Tab 4 (-]

HP Elite Tab 2 {-)

3 (description 3]

itern 8 (-]

Ma.3 (-]

itermn 2 (-]

PID (test)

8 (HP Elete G2 Tahb

Meo.2 (-]

No.1 (-)

itern 1 (-]

2 [HP Elite G2 Tab

el el el el el R L L T A B o R L R L L R Ry W N A R

Plug-In Storage Systems Inc.

The first column is equipment 1D and the equipment description, the equipment description is the information in
the bracket; the second column is how many times the device is checked out. In the above example, Equipment

No.6 has been checked out for 4 times.

10.2.3 Usage Times by Port

This report provides the summary of how many times a port is used. The following is a screenshot:
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Plug-In Storage Systems Inc.

[+ &7
14 63
15 63
13 39
5 58
4 54
10 37
2 36
7 35
3 32
3 28
16 26
1 26
12 26
9 24
1 20

The first column is the port number; and the second column is how many times the port has been used. In the
above table, port 6 has been used 67 times.

10.2.4 Usage by Aircraft Info

This report provides a summary of how many times an aircraft line/number is used. The following is a
screenshot:
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HHe0M- 0025 337
UHEOM- 0001 144
ACT-MUMT &9
UHEOM- 0003 19
ACZ-MUMZ 12
MHEOR-0001 15
MH- 60R 0
HHe0M- 0026 ]
ACT-MUM2 9
HHEOW- 0019 3
CH53K- 0003 4
HHBIW- 0020 3
CH53K- 0003 3
CH53K- 0006 3
CH53K- 0007 3
ACZ-MNUMT 1
UHEOM- 0002 1

Plug-In Storage Systems Inc.

The first column is the aircraft information, and the second column is how many times the aircraft info has been

used. In the above table, HH60M-0025 has been used 337 times altogether.

10.2.5 Usage Length by User

This report provides a summary of how long a user totally use the devices. The following is a screenshot for this

situation:
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lohn Doe 1 736 (12 minutes 16 seconds )

lohn Doe 11962 (3 hours 19 minutes 22 seconds )
lohn Doe 3 1194793 (13 days 19 howurs 33 minutes 13 seconds )
lohn Daoe 2 281 (4 minutes 41 secands )
Patrick Spadal 545 (9 minutes 3 seconds )
Smith10 141 (2 minutes 21 seconds )
lohn Doe 9 23 (1 minutes 23 seconds )
l1AmKeypad 96 (1 minutes 36 seconds )
Smithg 230 (3 minutes 30 seconds )
Marc Karpel 708912 (8 days 5 hours 11 minutes 52 seconds )
Systern Administrator 00 second)
Patrick Spada2 2442 (40 minutes 42 seconds )
Patrick Spada 22057 (& hours 7 minutes 37 seconds )
user3 196 (3 minutes 16 seconds )

The first column is the name of the user, and the second column is totally how long the user has used a device
(it does not matter which device). In the above table, John Doel has used device altogether 736 seconds, which
is 12 minutes 16 seconds.

10.2.6 Usage length by Device

This report provides a statistic about how long a device is checked out and used. The following is an example
screenshot:

4 (description 4) 86 (1 minutes 26 seconds )
1 (description 1) 1383 (23 minutes 3 seconds )
2 (description 2) 127 (2 minutes 7 seconds )

The first column is the device ID, the information in the bracket is the device description, and the second
column is how long the device has been used altogether. In the table above, device ID 4 has been used 86
seconds, which is 1 minutes 26 seconds.

10.2.7 Unknown Device by User
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Plug-In Storage Systems Inc.

This report provides a summary about how many times each user has placed an unknown device into the
cabinet. The following is a screenshot:

lohn Smith
lohn Doe 1 1

The first column is the username of the user, and the second column is how many times the user has placed an
unknown device into the cabinet. In the table above, John Smith has placed unknown device into the cabinet for
105 time.

10.2.8 Unknown Device by Port

This report provides a summary about how many times each port is used for placing the unknown devices. The
following is an example screenshot:

13 18
3 16

16
14 13
2 1
1 3
10 2
13 a
! 7
4 7
16 &
5 5
N 5
12 5
a 4
9 3

The first column is the port number, and the second column is how many times the port is used. In the above
table, port 15 has been used 18 times to place an unknown device.
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10.2.9 Forgetting Door by User

This report provides a summary about how many times a user has forgotten to close the cabinet door. The
following is a screenshot:

lohn Smith

The first column is the username of the user, and the second column is how many times the user has forgotten to
close the door. In the above table, John Smith has forgotten to close the door for 7 times.

10.2.10 Cable Un-connection by User

This report is about how many times a user is related to cable un-connection. The following is a screenshot:

Jehn Smith 119

The first column is the username of the user, and the second column is how many times the user is likely to
cause the un-connection of the cable. In the table above, John Smith has caused an un-connection for 119 times.

10.2.11 Cable Un-connection by Port

This report is a summary of how many times a cable has experience the connection issue. The following is a
screenshot:
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Plug-In Storage Systems Inc.

V8]
- =
SRR

(%]
—_
—_

3(USBC)
9
10
4
7(USBC)
14(USEC)
11(USBC)
13(USEC)
11

—
(RS R VR PR A A A A R AR RN RN R =T = R T = V=]

The first column is cable in the port, the default is USB cable; if there is a bracket saying USBC, then it is the
USBC cable. For example, 7 is the USB cable of port 7 and 7(USBC) is the USBC cable of port 7. In the table
above, the USB cable of port 13 has connection issue for 13 times.

10.2.12 Taking Locked Device by User

This report provides how many times a user has taken a locked device.

lohn Smith

In the table above, John Smith has taken a locked device for 4 times altogether.

10.2.13 Taking Locked Device by Port
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Plug-In Storage Systems Inc.

This report provides summary about how many times a port has a locked device and the device is taken by a
user.

In the above table, the missing of locked device happens 2 times on port 8.

10.2.14 Broken Device by Device

This report provides a summary of how many times a device has been reported as broken.

Unknown
80:cebdi2beb2:bd 10
80:cebdi25Bode a
Bcebd: 252052 7
80:cesb:2b:53:96 7
80:cesb2:25:8c:2f &
5
3
2

Blceb2:22:57:00
Blhceb2:25:9c:16
Blceb2:2bi23ibe

In the above table, device with serial number 80:ce:62:2b:62:b4 has been reported as broken for 10 times.

10.2.15 Broken Port by Port

This report provides a summary of how many times a port has been reported as broken.

In the above table, port 2 has been reported as broken for 1 time.
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10.2.16 Detail of Unknown Device

This report provides more details about the unknown device. The following is a screenshot:

2019-08-01 16:40:54 lohn Doe 1

2019-08-06 13:20:17 lohn Smith

2019-03-08 15:21:46 lohn Smith e
2019-08-14 13:27:59 lohn Smith

2019-08-0% 10:00:39 lohn Srmith 3
2019-03-14 16:42:57 lohn Smith 14
2019-08-15 08:3%:07 lohn Smith 3
2019-08-15 08:56:02 lohn Srmith 9
2019-03-2112:21:14 lohn Smith 13
2019-08-22 12:02:14 lohn Smith 3
2019-03-26 14:44:35 lohn Smith 3
2019-08-27 10:17:07 lohn Smith 13
2019-08-27 10:23:38 lohn Srmith 14
2019-03-28 15:15:41 lohn Smith 8
2019-08-28 15:2%:00 lohn Smith 4
2019-08-29 14:26:54 lohn Srmith 1
2019-03-29 14:27:05 lohn Smith 1
2019-08-0911:13:16 lohn Smith 5
2019-08-2015:22:21 lohn Smith 12
2019-08-29 16:16:46 lohn Smith 13
2019-08-14 11:57:27 lohn Srmith 2

The first column is the time when the issue is reported, the second column is the user related to the issue, and
the third column is the port number where the unknown device is placed. In the above table, John Doe 1 returns
an unknown device at 2019-08-01 16:40:54, and the device is place on port 8.

10.2.17 Detail of Forgetting Door

This report provides some details about the issue of forgetting door. The first column is the time of the issue,
and the second column is the user who is likely related to the issue.
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2019-08-14 15:58:43

lohn Smith

2019-08-01 15:11:20 John Smith MA
2019-08-22 12:26:06 John Smith MA
2019-08-29 11:05:58 John Smith MA
2019-09-16 0%:21:33 lohn Smith MA
2019-09-26 15:16:55 John Smith MA
2019-09-30 15:06:34 John Smith MA

10.2.18 Detail of Taking Locked Device

Plug-In Storage Systems Inc.

This report provides more details about the issue of missing locked device. The first column is the time when
the issue happens, the second column is the user related to the issue, and the third column is the port number

where the device is placed.

2019-08-28 15:17:40

lohn Smith

2019-08-14 16:42:07 John Smith 14
2019-08-28 15:23:43 John Smith a
2019-00-12 14:42:37 lohn Smith 14

In the above table, John Smith takes a locked device from port 8 at 2019-08-28 15:17:40.

10.2.19 Detail of Cable Un-connection

This report provides more details about the issue of cable un-connection. The first column is the time of the
issue, the second column is the user who might be related to the issue, and the third column is the port number

and the type of the cable (default is USB cable).
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2019-10-14 16:48:08 John Smith 7
2019-09-26 16:16:33 John Smith 3
2019-09-26 16:11:39 John Smith 3(USBC)
2019-09-19 08:34:24 John Smith 15(USBC)
2019-09-16 14:30:58 John Smith 13
2019-09-16 14:15:13 John Smith 2(USBC)
2019-09-16 13:39:49 John Smith 3(USBC)
2019-09-16 10:52:00 lohn Smith T(USEC)
2019-09-16 09:18:26 John Smith 7
2019-09-13 15:12:05 John Smith 12
2019-09-13 15:10:56 John Smith 14
2019-09-13 15:10:43 John Smith &
2019-09-13 10:40:19 John Smith 14
2019-09-13 10:35:10 John Smith 1{USB) 9(USEC
2019-09-12 16:30:31 John Smith 13(USBC)
2019-09-12 15:3%13 lohn Smith 14
2019-09-12 15:37:22 John Smith i1+
2019-09-12 15:01:56 John Smith 11{USBC)
2019-09-12 14:13:51 John Smith 4(USBC)
2019-09-12 14:06:37 John Smith a
2019-09-12 12:33:24 John Smith 12{USBC)

In the above table, John Smith has forgotten to connect USB cable on port 7 at 2019-10-14 16:48:08, and he
also forgot to insert USBC cable on port 3 at 2019-09-26 16:11:39.

10.2.20 Detail of Power Outage

This report provides some detail about the issue of power outage.

2019-09-16 15:59:52
2019-09-16 09:55:12 MA MA

In the above table, a power outage issue happens at 2019-09-16 15:59:52.

pg. 68




11 Activity Log
11.1 Structure of Log

All the activities of the cabinet are recorded in a table in the database. There is also a related version of .htm file
for the convenience of browsing.

The log is saved in table CacActivitylLog of the database. The structure of the table is as following:

TimeOfActivity: The timestamp of the activity; it is in UTC format

UserName: Normally the name of the user

PersonlD: Identification of the user, might be the badge number

DrawerNum: The port number related to the activity. If the number is 0, normally it is about door opening. If it
Is -1, it is normally an administration activity

Activity: A brief summary of the activity

AccessMethod: The method to open the door and access the cabinet; normally it is RFID

CabinetNameMode: Cabinet name and the cabinet mode; the two are separated with a slash (/).

DatabaselD: This is the encrypted identification unique to the user; normally it is the encryption of the user’s
badge information

CheckInQut: The nature of the activity, it can be CHECK-IN, CHECK-OUT, OPEN_GATE, or No Action
EquipmentID: If the activity has a device related, this is the equipment ID; otherwise it is NA. The words in the
bracket is the equipment description

Aircraftinfo: The aircraft information (aircraft line and aircraft number) for the user

TimeReadable: The timestamp in a readable format

CabinetName: The name of the cabinet; this is useful when the master database is loading and reading the log.

The following is a screenshot of the CacActivityLog content:

D !
TaneOfAtaty Jserharme FerionD Dramerfium Bctrary AccesMethos Cabieethisyniiade DatabaseD CrecithOin EquigmentiD Arciafinfe TencRendeble
1567600000 Ishin Dee 3 3 e Open for no sct.. #AD CARD DE: ALLACCESS d1%cdlolifBed .. No Actan A (N2 L Vs eqn
1564671870 JahnDoe 0 sme eid OPENED GATE 0 CARD pinet ! MOOE FIRST-S.. 1320672012849, OPEN-GATE A (N ACT-NNR
156467190 bohr Dige 0 097 O PERID GATY D CARD INOOE: FIRSY- AN, . FOMET24126d0,,  OPEN-GATY NA (NG MINING
1564671346 bohn Dee 0 s 2 OPENED for CH.. #AD CARD inet /AODE ALL-ACCE.. fI30E7Id1ied0.. CHECK.IN | (desenpghion 1) ACI-NUM2
15646745 John Doe 0 30397 7 OPENED for CH.. #F0 CA8D 1/ MOOE ALL-ACCE.. 130672917849, OHECK-W 2 (descnghion Iy ACZT-NUM2
1564677700 John Dce 0 Soar $id PENED OATY WD CARD ant S OO TIRST-A,. FONI2418d0 . OPEN-GATE NA (NS AN
15646736 Jehn Doe 0 s 7 COENED far CH.. #RD CARD wt / MO0EALLLACCE.. FI30EMMdTIedd.  O-ECK.OUT 2 (destrighon I ACINUM2
156467306 bohnDee 0 s L) CPENED GATE D CARD o0t [ MO0 FIRST-A OPENGATE NA (Na) AN
1564671 240 Jahn Doe 0 soa ) PINED for CHL. 81D CARD [ 7 MOOE- ALL-ACCE CMECH-IN 2 (descnghon 1Y ACI-NUM
1564606288 behn Do 0 50307 o/Ld SPENED GATE R0 CARD t J AO0E: FIRST- AL 0. OPEN.GATE A (N AT
1364673704 botin Dee 1 13199 /g OPENED GATE FAD CARD A F MODE FIRST A OPEN-GATE A (N2 ACT-NUM2
15ed0 i bohn Dae 1 3R] o/ FENED AT S0 CARD inet S WOOE: FIRST- A ¢ OPEN-GATE A (N ACT-NANG
156467100 Jahin Doe 1 12159 & SPENED far CH.,. R0 CARD MOCE: ALL-ACCE CHECK.IN Afdescriphond)  ACTNUNMY
1564679507 behin Dee 2 m Sftd OPENED GXTE #AD CARD et / MODE FIRST- AL . (ORE9RT560b .. OPEN GATE NA (N&) ACTNUMY
1564603523 John Oe 2 0 g PENED for CH., 91D CARD pist S MVODE OLL-ACCE., GO00esamsantn .. OMECH-OUT A(descnphon &  ACT-NUAD
1564672554 bahnDae ) L2 7 PENED fur CH., #FID CARD Rerrate Cabinet / MO0E ALL-ACCE,.. 6580808056800, CHECK-IN A({descnphond  ACT-NUMY

botin Deoe 2 L) osLd OFENED GATE #FID CARD Cabingt / MOOE FIRTT-AVAL., 652083 3 OPEN GATE A, NGy ACTNUIAN 7
Serth 8 3 ] OPENED GRTE #5910 CARD P/ MODE FRST-00L0, . c15A8 05813,  OPEN-Gart NA (D) LBgon- 0ot S 34
Ishn Dice J i v Open for no sct,, #F0 CARD IMCO CAB 7/ MODE; ALL-ACCESS e )cSch 0. No Actien NA N HHEM- ONS Weameen
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For convenience, we use the .htm file for the log browsing. The .htm version has the major section of the log
and also has some details about the user and the equipment. A screenshot is as following:

@ Conir 3 s 5P o
c " A TS e O a2 (2]
QYOG 42} 2018 by Pugs orags Sysieme. e S00-231.5052 FOVIOOR00 CONT
ATTIENA0N: ADEC 28 of 0 Raky sk Mo, SEREL ALDRIVER BOARD Firmware Yersorr Apo-Cumpetbn $or FAN & FES AY Eosrds P
= — - - e T — =
DHAWER ” ACUESS CAHINET NAME ATRCRAFT = . ;
{ TIME OF ACTIVITY ' USER NAME l FERSONS I » » ‘ ACTIVITY METHOD l 2 MOOE HED ' SIRLAL NUMEER ” DEVICE DEST ! CLOCK NUMEER || SUFERVISOR
{ -
- { - Brtnse Cobunt !
s > FACTEAT: | Adve SYFTRM EECOUDTASED ALL v 4 N :
aVIULS 10313 Hoon Adwarvasy DEFAULT ' s || DOAWERS OPESTED ICEYVAD CanLy x;‘.tt ro=T. ) Ind) worw phgunt g cus || Crdasan
L,
FACTCRY: e S vty
VIS 10330 Ipser A acr, 3 SYTTEM EESTAET ERIZAD OWr MOLE FTT- (1] (el wnrw phgatrags oo || Dikasan
PEFATT Mmanas e ACALLATLE L
Roowam Cabawr)
NS 10455 Jotm Diae ¥ Seayl 101k QFENED JATE WP CAn WOLE FIIT- ARLFET A0t | el =) Thbrznm e
{ AVATLARLE
{ Brnsm Cobert |
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The .htm file locates at C:\users\pluginstorage\log\CacActivityLog.htm. Sometimes there is a shortcut link on
the desktop.

Some structure of the information in .htm file is the same as the meaning in CacActivityLog, and some of them
are different. It has the following fields:

Time of Activity: the readable format of the timestamp

User Name: The name of the user

Person’s ID #: The identification number of the person

Drawer #: The port number of the activity. 0 for gate opening and -1 for administrative action
Activity: The brief summary of the activity

Access Method: The method to access the cabinet

Cabinet Name & Mode: The cabinet name and the cabinet mode

Aircraft Info: aircraft information including aircraft line and aircraft number information
Serial Number: The serial number of the equipment

Device Desc: The description of the equipment

Clock Number: The clock number of the employee if it is available

Supervisor: The supervisor of the user

11.2 Type of Activity

There is a list of scenarios for the operations of the cabinet. Activity column in the log table has a summary for
different type of operation.
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The following is a table with more details. The first column is the keyword in the Activity column of log table,
and the second column is the meaning and description of the action:

Activity Keyword

Action Description

OPEN GATE

open the door of the cabinet

OPEN FOR CHECK-OUT

checkout a device

OEPN FOR CHECK-IN

Check-in a device

ADMIN OPENED DOOR

administrator opens the door

Indicated as x CHECK-OUT

User checks out another (or 3, 4™, etc) device
without returning the first one

Open for no action

User opens and closes the door of the cabinet, but has
no check-in or checkout

Checked out by user: xxx

a device is check out by user xxx

ADMIN OPENED DRAWER. DRAWER 1 opened

Admin open the door

ADMIN OPENED DRAWER. FORCED CHECK-
IN

Admin check-in a device

Return Item Checked out by User xxx

User returns a device that was checked out by
another user; user is administrator, and the action is
valid

Tried to Return Item Checked out by User xxx

User tried to return a device that was checked out by
another employee; user is not administrator, and the
action is invalid.

Report Broken Device

A user reports a broken device

Report Cable Connection

An issue happens for cable connection

Custodian check-in for user: xxx

User check-in a device for another person.

Import from Pool

Import the user information from master database as
the user is not available locally

ADMIN REMOVE CHECKOUT

Administrator removes a checkout device from the
list

SYSTEM RECONFIGURED, ALL DRAWERS
OPEN

system reconfiguration

SYSTEM RESTART

Restart the computer. System administrator has the
privilege to restart the computer

SYSTEM SHUTDOWN

Shutdown the computer. The administrator has the
privilege to turn off the computer
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12 Cabinet Monitoring

The status of the cabinet is available in real time on “Snapshot™ tab and “Port Config” tab.

12.1 Snapshot Tab

(13

Snapshot” tab provides an overview of the current status of the cabinet. It shows the basic information of each
port and the equipment on it, and the checkouts of the equipment.

The table includes the following columns:

Equipment ID: The ID of the equipment

Equipment Desc: The description of the equipment

Checked in or Out: The port has device check-in or checkout. For “real tracking” mode, it shows “-”” when
checked out

Port Number: The port number. When there is device checked in, it shows the port number; otherwise it is
Port Status: When the port has a device plugged in, it shows “Attached”; otherwise it is “-”

Port Mode: The mode of the device on the port. It could be “Charged”, “Charging” or “Idle”.

Last Time Status Change: Show the time when last time the status of the equipment changes

User Name: If the equipment has been checked out, it shows the user who checked it out

User Mist info: If the equipment has been checked out, it shows other information of the user of check-out

(1321

The following is a screenshot:
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Mo.5 i out = = = = John Smith | Flightline Group 1

In the above table, Equipment No.5 has been checked out by John Smith; Equipment No.2 is on port 3 and it is
fully charged.

12.2 Port Config Tab

“Port Config” tab has some information that already in “Snapshot” tab, but it provides more detailed
information about the port and the equipment on it. It includes the following columns:

Blocked Port: Shows if the port has been blocked
Status: Shows if the port has equipment attached or not; if not it shows “Detached”
Mode: Shows the mode of the port. If the port has been turned off from USBC port, it shows “Off”; if there is
no device plugged in, it is “Off” too. When a device is plugged in, it could be “Charging”, “Finished Charging”
or “Idle”. When the mode is “Idle”, the line is yellow.
Duration: Shows how long the device has been plugged in the port
Battery (%): It shows how many percentages the device has been charged. When the percentage is less than
80%, the line is red; when it is more than 80%, the line becomes green.
Serial Number: The serial number of the device plugged in the port.
Manufacture: The manufacture of the device that is plugged in the port
Description: The description of the device on the port

Temperature(F): The temperature of USBC board
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Plug-In Storage Systems Inc.

;egr:; Temperature(F):
yiyiyili’i’—’ili

;-i-“_-

[ 2 | []

’7 []

’7 []

’7 []

’7 []

’7 []

’7 N Detached Off 5:03:35 0

’7 N Detached Off 5:02:15 0

’7 O Detached off 5:03:07 0

’7 N Detached Off 5:02:59 0

’7 O Detached Off 5:02:52 0

’7 N Detached Off 5:02:32 0

’7 0 Detached Off 5:02:24 0

’7 []

BT []

When we want to block a port, we can select “Blocked Port” column of the related line, and press “Save
Changes” button, the information will be saved to database.
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13 Cabinet Commands

System control is a method to remotely control the cabinet and/or its computer. It includes “Cabinet Reboot”,
“Shutdown”, and “Restart CACmanager”. The tool locates in “Snapshot/Cabinet Commands” tab. The

screenshot is as following:

L] Cabinet Reboot []Shutdown []Restart CACmanager

When we choose the command item, and press “Activate Settings” and the command will be executed on the
computer of the cabinet.
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14 Receipt

Receipt printing is the function to provide a receipt to the user when a device is checked out. The receipt is
normally automatically printed and save to folder C:\Users\Pluginstorage\Log\Receipts\.

The setup locates at “Receipt Layout™ tab. Its layout is as following:

|ISSUED TO: SIGNATURE |ouTY PHONE |lsSUED BY:
|ISSUED TO: LAST, FIRST, RANK SQUADRON DATE ISSUED
IDENTIFYING NUMEER DESCRIFTION OF ITEM Wil QNTY
PREVIOUS EDITION WILL BE USED TEMPORARY ISSUE RECEIPT

The format of the receipt can be customized with the header, bottom and instruction. The setup is as following:

INSTR: | Legiblyfill in all yellow areas and return to the 80 055/0SK HILL AFB DSM 777-7221/3773 | [ Enable Auto Receipt Printing

PRINTER: | Mo Default Printer Set

HEADER: | |acknowledge receipt of and responsibility [AW AFI 23-111 for the items described below

BOTTOM: | AF FORM 1297, JUL 87(EF-V2) (PerFORM Pro)

The following is an example of the receipt:
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Cabinet Name- Cabinet-Unknown Wed Oct 16 12:48:31 2019

pg. 77

CA-CABINET RECEIPT

| acknowiedge receipt of and responabllity AW AF1 23-111 for the Bems described below and will return them upon mission completion
sto TO: SIGNATURE [DUTY PHONE ED BY:

Digtes Sgnature NOUGTI JBdGwatioh 32 THROI I TUBYIE126065ct0 Teltbde cASSl T 0 | Unknown Cabinet, LMCO CAB 8
[ISSUED TO: LAST, FIRST, RANK ADRON TE ISSUED
John Smith, Unknown Unknown 101&/18
12:48:23
IDENTIFYING NUMBER DESCRIFTION OF ITEM wi | anTty
No Equip. Found . Ea 1

PLEASE Legibly fill in all yellow areas and return to the 80 OSSIOSK HILL AFB DSN 777-7221/5776

AF FORM 1297 , JUL §7 (EF.V2) (FerFORM Pro} FREVIOUS EDITION WILL BE USED TEMPORARY 1S8U5 RECEWT




Appendix A: SQL Server Configuration

Database configuration includes the following components: reset password, change database name, setup a
user/password, change port.

Al Reset Password

When there is an update to the Windows system or there is a system change, the password of SQL Server might
become invalid, then we need to set the password again. After some time, we might want to change the
password too for security reason.

The steps are as following:

Start SQL Server Management Studio, and login with Window Authentication.

gl;i Connect to Server

)& Microsoft*
~ SQL Server 2012
Database Engine
Server name: |ZD NGLOMPUTERNSQLEXPRESS
Authentication: Windows Authentication

JONG-COMPUTERNFS_Mabile_1

Cancel Help Options ==

From the related username from Security -> Login -> username, right click the username and choose Property, a
window will appear as following:
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Connect~ 3 3l m [ [&] £ |ﬂ Login Properties - pssisql - O X
= [ ZONG-COMPUTER\SQLEXPRESS (SOL Server 114 Selecta page —
[ Databases %A General ;S it hj] iz
= 3 Security 24 Server Roles
= 3 Legins [2# User Mapping Login name: | | Search...

£, #2M5_PolicyEventProcessingLogings & Securables
£, #2MS5_PolicyTsqlExecutionLogings L Status

5] BUILTINVUsers )

A NT AUTHORITY\SYSTEM Password: |"""""“'" |
& NT Service\ MSSOLSSOLEXPRESS
& NT SERVICE\ReportServerSSOLEXPRES
A NT SERVICE\SQLWriter
& NT SERVICE\Winmgrmt

£ pssipool Enforce password policy

Confirm password: |....oo.....o... |

] Specify old password

g pssisql Enforce password expiration
sa

A ZONG-COMPUTER\PF5_Mohile_1
3 Server Roles
[ Credentials
3 Server Objects

[ Map to Credential

3 Replication Connection

[ Management Server: Mapped Credentials Credential Provider
ZONG-COMPUTER\SGLEXPRES
Connection:

ZONGLOMPUTER\PFS_Mabile
ﬁj View connection properties

e Remove

<

o [ — o .
Qutput English -

Default language:
Show output from: |

Type in the new password and confirm password, and press “OK” button.

A2 Change Database Name

The steps to change a database name is as following: login the database on SQL Server Management Studio,
right click the database name, from Property window click “Rename”, and the name of the database becomes
writeable, type the new database name. A screenshot is as following:
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Object Explorer * @ x

Connect~ 3 3 m 7 [#] .5
= LB FOMG-COMPUTERNSCLEXPRESS (SCL Server 11.0.2100 - ZONG-CO
= [ Databases
[ Systermn Databases
| | CabinetinfoPool

RV Cabingiange

Mew Database...

L:] Repor
| J| Repor Mew Cluery
[ Security Script Databaseas  »
[ Server Ob
[ Replicatio Tasks i’
[ Managen Policies 3
Facets

Start Powershell

Reports 3

Rename

Delete

Refresh
Properties

A3 Setup New User/password

The steps for set up a new user/password is as following: login the database with SQL Server Management
Studio, click “Security” to expand it, found “Logins” from below, right click “Logins”, From the popped up
window, choose “New Login ...”. The following is a screenshot:
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Object Explorer * I X

Connect~ & 4d m “F ¢ 5

=] La ZOMG-COMPUTERNSCOLEXPRESS (SCL Server 11.0.2100 - Z0MNG-CO
= [ Databases
[ System Databaszes
| | CabinetinfoPool
U CabinetServer
| | ReportServerSSOQLEXPRESS
LJ ReportServers5CQLEXPRESSTempDE

= L3 Security
= Ca R _
X Mew Login... ginEE
&2 Filter P nEE
B

E " Start PowerShell
At Reports o
S tXPRESS
At Refrezh

& NT SERVICE\Winmgmt
& pssipool
A pssisqgl
&, sa
& ZONG-COMPUTER\PFS_Mobile_1
[ Server Roles
[ Credentials
[ Server Objects
[ Replication
[ Management

After choosing “New Login ...”, a new window appears, choose “SQL Server Authentication”, and type in
login name/password/confirm password. Pay attention to “Default Database”, choose the one you want the user
mostly related to. Click “OK” button and the new user is setup. The following is a screenshot:
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Connect~ 3 3 m F [F] .4 B Login - New - d x
= LB ZONG-COMPUTER\SOLEXPRESS (SOL Server 114 Selecta page p )
= [ Databases 1“4 General ;S Erigd m FEE
[ System Databases 127 Server Roles
[J CabinetinfoPool 124 User Mapping ‘ Login name: | || Search...
I i F'S bl
l__J CabinetServer g: S::E;a =5 () Windows authentication
| | ReportServerSSOLEXPRESS — |© = e |
— erver al ication
| ) ReportServerSSOLEXPRESSTempDE
= [ Security Password: | |
= [ Legins

Confirm password: | |

&, ##MS_PolicyEventProcessingLogin®#
&, #8MS_PolicyTsqlExecutionLogings
5] BUILTIN\Users Jld password

A NT AUTHORITV\SYSTEM Erforce password policy
A NT Service'\MSSQOLSSQLEXPRESS
& NT SERVICE\ReportServerSSOLEXPRES
A NT SERVICE\SQL Writer

Enforce passward expiration
User must change password at next login

A NT SERVICE\Winmgmmt O Mappedto certficate
A pssipool (C) Mapped to asymmetric key
g‘ pssisq| - [ Map to Credential
sa Connection
£ ZONG-COMPUTER\PFS_Mobile_1 Server: Mapped Credentials Credential Provider
3 Server Roles ZONG-COMPUTER\SQLEXPRES
3 Credentials Connection:
[ Server Objects ZONG-COMPUTERMPFS_Mabile_
3 Replication 3 View connection properties

[ Management
Progress T

<

s Do dahor n= |
" <default>

Default language:
Show cutput from: |

After the new user is created, we need to do the configuration to it. The steps are as following: login to the
database, from “Security”-“Login”, find the name of new user, right click it and choose “Property” in the
popped up window, choose “Server Role” from the list of upper left part of the window. From the list of server
role, we choose “public”. A screenshot is as following:
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Connect~ 3 3 m 7 [F] .5 [ Login Properties - pssisql - o x
[ ZONG-COMPUTER\SQLEXPRESS (SQL Server 11.
= 8 ( Selm:tam S Scipt + I Helo
= 3 Databases 24 General
[Cd System Databases A
lJ CahinetinfoPool 127 User Mapping Server role is used to grant server-wide security privieges to a user.
[J CabinetServer %: Securables
= |2 Status
[__j ReportServerSSOLEXPRESS Server roles:
T Re.portSeNerSSQLEXPRESSTempDB [] bulkadmin
= [ Security [] dbereator
= [ Legins [] diskadmin
&, ##M5_PolicyEventProcessingLogin®# [ | processadmin
B, #2M5_PolicyTsqlExecutionLogins | [ pubiic ;
#a] BUILTIN\Users L securtyadmin
[] serveradmin
A NT AUTHORITVASYSTEM [] setupadmin
A NT Service\MSSQLSSOLEXPRESS [ sysadmin

A, NT SERVICE\ReportServer$SOLEXPRES
A NT SERVICE\SCQL Writer
A& NT SERVICE\Winmgmt

A pssipool
A pssisql
& s Connection
£ ZONG-COMPUTER\PFS_Mobile 1 | gerver.
3 Server Roles ZONG-LCOMPUTERNSQLEXPRES
[ Credentials Connection:
[C3 Server Objects ZONG-COMPUTER\PFS_Mobile_

3 Replication
[J Management

Qj Wiew connection properties

Progress

4 Ready

Show output from: |

Cancel

After set the “Server Roles”, we need to setup the “User Mapping” of the new user; it sets the role membership
for each database. The steps are as following: click “User Mapping” from page selection, from the right section
of the window, choose the database that the user is related, and from the window below, choose its role;
normally it is “db_datareader”, “db_datawriter”, and “public”. After setting up one database, move on to the
next one if necessary.

The following is a screenshot:
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Object Explorer

Connect~ 3 3 m T [Z] .4
= La ZOMNG-COMPUTER\SCLEXPRESS (SOL Server 11.
= 3 Databases
[ System Databases
| CabinetinfoPool
U CabinetServer
| ) ReportServer$SQLEXPRESS
U ReportServerSSQLEXPRESSTermpDB
= [J Security
= [ Legins
&, #8MS_PolicyEventProcessingLoging®
&, #2M5_PolicyTsqlExecutionLogin®#
5] BUILTIN\Users
A NT AUTHORITV\SYSTEM
A NT Service\MSSQLSSOLEXPRESS
& NT SERVICE\ReportServerSSOLEXPRES
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmnt
& pssipool
A pssisql
& s
A ZONG-COMPUTER\PFS_Mobile_1
3 Server Roles
3 Credentials
[ Server Objects
[ Replication
3 Management

<

Output

Show cutput from: |

ﬂ Login Properties - pssisqgl

Selecta page
&4 General

%A Server Roles
27 User Mapping
24 Securables

24 Status

‘Connection

Server:
ZONG-COMPUTER\SQLEXPRES

Connection:
ZONG-COMPUTER\PFS_Mobile_

ﬁj Wiew connection properties

Progress
Ready

O

T e

*

8 Script = [ Help

Users mapped to this login:

Map Database User
CabinetInfoPool

i CabinetServer
master

pssisql
‘| pssisal

madel

msdhb

Report ServerSSQLEXP .
Report ServersSQLEXP ..
tempdb

OooooogrE

Database role membership for: Cabinet Server

Default Schema

dbo

[] db_accessadmin

[] db_backupoperator

[] db_datareader

db_datawriter
_ddladmin

[] db_denydatareader

[] db_denydatawriter

[ db_owner

[ db_securityadmin

| C—

Cancel

The “Securables” of the user can be set as following: choose “Securables” from page list, in the permission

window on the right, choose “Alter any database”. A screenshot is as following:
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Object Explorer

Connect~ 3 3 m 7 [£] 5

|j Legin Properties - pssisql

= 3@ Databases
[ Systemn Databases
| CabinetinfoPool
|J CabinetServer
|| ReportServerSSOLEXPRESS
L_-j ReportServerSSOLEXPRESSTempDE
= 3 Security
= [d Legins
&, ##M5_PolicyEventProcessingloging®
&, #8MS_PolicyTsqlExecutionLogindg
%] BUILTINUsers
A NT AUTHORITY\SYSTEM
A NT Service\MSSQLSSQLEXPRESS
A& NT SERVICE\ReportServerSSQLEXPRESS
£ NT SERVICE\SQLWriter
& NT SERVICE\Winmgmt
& pssipool
& pssisql
&, sa
A ZONG-COMPUTER\PFS_Mobile_1
3 Server Roles
1 Credentials
3 Server Objects
[ Replication
[ Management

<

Output

Show cutput from: |

= LB ZOMNG-COMPUTERNSQLEXPRESS (50L Server 11.0.2100 - Z

Select a page
2 General

g‘ Server Roles
1 User Mapping

=

Conneclion
Server:
ZONGLOMPUTERMSQLEXPRES

Connection:
ZONG-COMPUTERNPFS_Mabile_

_‘Qj Miew connection properties

Progress
Ready

5 Seipt v [ Help

Login name: |p55isq|

Securables:

Mame
ZONG-COMPUTERMSQLEXPRESS

Pemmissions for ZONG-COMPUTERNSQLEXPRESS:
Explicit ~ Effective
Pemission
Administer bulk operati...
Alter any availability gr...

Grantor

Alter any connection
Alter any credential
Alter any database

Grant

Type

Server

With Grant

Search...

Deny ”

Alter any database sa

Al s A it

<

(]
O
O
]
]

joooOood

~1O0000Od

Cancel

Setup of “Status” of the new user is as following: Choose “Status” from the page list, from the right side of the
window, choose “Grant” for “Permission to connect to database engine”, and choose “Enabled” to “Login”. A

screenshot is as following:
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Object Explorer

Connect~ @4 3d m EQ

=] [B ZOMNG-COMPUTER\SQLEXPRESS (SOL Server 11.0.2100 - Z
= [ Databaszes
[ Systemn Databases
| CabinetinfoPool
[J CabinetServer
|| ReportServerSSOLEXPRESS
[__J ReportServerSSOLEXPRESSTempDE
= [ Security
= [d Legins
&, 2EMS_PolicyEventProcessingLoging®
A, #2MS_PolicyTsqlExecutionLoging®
f%] BUILTINUsers
A NT AUTHORITYSYSTEM
fb NT Service'\MSSQLSSQLEXPRESS
S NT SERVICE\ReportServerSSQLEXPRESS
A NT SERVICE\SOLWriter
A NT SERVICE\Winmgmit
f pssipool
A pssisql
& sa
£ ZONG-COMPUTER\PFS_Mahbile_1
1 Server Roles
3 Credentials
[ Server Objects
[ Replication
[ Management

<

Show output from: |

ﬂ Legin Properties - pssisqgl

Select a page
1A General

%A Server Roles
1% User Mapping
5 Securables

~Em

Conneclion

Server:
ZONGLCOMPUTER\SQLEXPRES

Connection:
ZONG-COMPUTER'PFS_Mobile_

_-1# View connection properties

Progress

Ready

8 Seript + [ Help

Settings

Pemission to connect to database engine:

(®) Grant
O Deny

Login:
(®) Enabled
() Disabled

Status

SQL Server authentication:

Concel

A4 Change Port

Normally it is the TCP port we want to change. The default port number is 1433. The steps to change TCP port
is as following: start “SQL Server Configuration Manager”; click the server name, usually it is “Protocol for

SQLEXPRESS” under “SQL Server Network Configuration”; double click “TCP/IP” from the protocol list on
the right, and a window will appear; choose “IP_Address” tab. Set “TCP Port” to the new port number for all the
sections (including IPALL). The following is a screenshot:
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ﬁ Sql Server Configuration Manager

File Action View Help

&= nE=H

‘@ SQL Server Configuratiocn Manager (Local) Protocol Mame Status
B SQL Server Services ] ) || & Shared Memary Enabled TCP/IP Properties ?
_E_ S0L Server Network Configuration (32bit 4~ Named Pipes Dicabled P Add
> .. SGL Mative Client 11.0 Configuration (321 ?‘ITCP,"IP‘ —— | Protocol resses
~ d 50L Server Network Configuration TCP Dynamic Ports 0 ~
S Protocols for SOLEXPRESS | [ TcP Port 1433
» & 50L Mative Client 11.0 Configuration B ps
Active Yes
Enabled Mo
IP Address 1270001
TCZP Dynamic Ports 0
[ TCP Port 1433|
B ipg
Active Yes
Enabled Mo
IP Address 2007:0:34F1:8072: 360091 7235 7:FF
TCP Dynamic Ports ]
[TCP Port 1433 |
B pan
TP Dynamic Ports 49723
[ TCP Part 1433 |
]
Active
Indicates whether the selected IP Address is active,
Cancel Apply Help

After changing the port number, we need to set new rule on Firewall to make access to the new port. The
following is the steps: Open “Windows Defense Firewall”, choose “Advanced Settings” from the left, and a
window will appear.
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&9 Windows Defender Firewall — O
y i ﬂ' <« System .. * Windows Defender Firewall v 0 Search Control Panel 2
Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from

Allow an app or feature gaining access to your PC through the Internet or a network.
through Windows Defender
Firewall .
9 Private networks Not connected W
®) Change notification settings
® Turn Windows Defender . g Guest or public networks Connected '_
Firewall on or off
9 Restore defaults Metworks in public places such as airports or coffee shops
Al d setti
9 vanced Sengs Windows Defender Firewall state: On
Troubleshoot my network ) . )
Incoming connections: Block all connections to apps that are

not on the list of allowed apps

Active public networks: = Network

Motification state: Motify me when Windows Defender
Firewall blocks a new app

See also
Security and Maintenance

Metwork and Sharing Center
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@ Windows Defender Firewall with Advanced Security

File = Action View Help
= = Mew Rule...
@ W Filter by Profile
E Filter by State
E Filter by Group
> B Refresh
Export List...
Help

ame ~

3D-EM (Release Sigrity 2018)
3D-EM (Release Sigrity 2018)
3D-EM (Release Sigrity 2018)
3D-EM (Release Sigrity 2018)
3D-EM (Release Sigrity 2018)

¥ 30-EM (Release Sigrity 2018)
3D-EM (Release Sigrity 2018)
3D-EM (Release Sigrity 2018)
30-EM (Release Sigrity 2018)
3D-EM (Release Sigrity 2018)
3D-EM (Release Sigrity 2018)

Actions

Inbound Rules
Mew Rule...
Filter by Profile
Filter by State

44«8

Filter by Group
View

Refresh

Export List...

mE B

Help

b . . .

From the popped-up window, click “Inbound Rules”, then from the menu “Action”, choose “New Rule”.

In the window, choose “Port”, and then click “Next”. The following is a screenshot.

pg. 89




ﬂ Mew Inbound Rule Wizard

Rule Type

Steps:

#  Rule Type

@ Protocol and Ports
Action

Profile

MName

Select the type of firewall rule to create.

‘What type of rule would you like to create?

) Program

Rule that controls connections for a program.

® Port
Rule that controls connections for a TCP ar UDP part.

() Predefined:

AllJoyn Router
Rule that controls connections for a Windows experience.

() Custom

Custom rule.

< Back

Mext =

Cancel

In the next screen, choose “TCP Port” and write the port number to “Special Local Port”.
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@& New Inbound Rule Wizard >

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

@ Fule Type Does this rule apply to TCP or UDP?
\# Protocol and Ports ® TCP

i Action ) UDP

@ Profile

@ Mame

Does this rule apply to all lacal ports or specffic local ports 7

() All local ports

(®) Specific local ports: | 1433
Example: 30, 443, BU00-0TO

< Back Mext = Cancel

Press “Next”, and “Next” with the default setting on the page, until the last page, input “SQL Server TCP Port”
for the name, and press “Finish” button. The rule for the new port has been created. You might want to remove
the rule of the old port number from the Firewall setting.
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Appendix B Configuration of Cisco Switch

Occasionally the IP address of the switch needs to be changed to connect to the computer and the devices in the
cabinet. The current IP address can be found in CAC-GUI.

The following screenshot shows the place to find the IP address.

tp:/fwww.pluginstorage.com  System Config  Receipt Layout Report Config  Email Config  Equipment List (Storage)  Port Config  User Accour
Systern Config
— Cabinet Config —
Cabinet IP: | 192.168.0.151 |
CABINET NAME: | LMCO CAB 9 |
Switch Address: | 192.168.3.2 |
Enrelliment: ] AUTO-ENROLLMENT: Automatically add users without adrinistrator,
Connection: (] AUTO-COMMECTION: Automatically connect to database on Startup within 2:00 min.
Check-in Option: Custodian check-in: Administrator can check-in device for the user,
Debug Window: Debug Window: Debug Window is available when choosen.
LCD COM Port: | coM1 |
Door Open time Alert (seconds): | 120 |
Help Contact: | Contact Systern Admin |
Help Call: | 203-s00x-s00¢ |

After having found the IP address, we can telnet into the switch with Putty, the following is the screenshot:
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% PUTTY Configuration ? >
Categony:
= S_essiu:un B asic options for wour PuTTY session
L.Dgglng Specify the destination you want to connect ba
[=)- Terminal
Host Mame [or IP address) EPart
- Feyboard
Bl |192.188.3.2 | [23 |
- Features Connection bype:
=1 Wwindow (JRaw (@ Telnet () Rlogin () 55H () Sedal
iy
Eppea.rance Load, zave or delete a stored zeszion
- Behawviour
- Tranzlation Saved Sessions
[ Selection | |
- Colours .
Default Settings
[=)- Connection Load
- Data S ave
- Progy -
- Telnet Delete
- Rlogin
- 55H
- Seiial Cloze window on egit;
i alway:  (JMever  (®) Only on clean exit
About Help Cancel

From the telnet portal, input the Username as “cisc0”, and password as “cisco” (“cisco” is the default username
and password). The following is the commands to change IP address:

e config
e interface vlanl

e ipaddress 192.168.x.x 255.255.0.0

e ip telnet server
e copy running-config startup-config

(192.168.x.x is the new IP)

The following is the screenshot for running the telnet:
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EF 192,168.3.2 - PuTTY

(config-if) #ip telr
nfig-if) fexit

artup-config
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Appendix C Configure Computer Network

The computer of a cabinet needs to have static IP address. This is for the convenience to manage the cabinet and
the related database. Technically each device needs to have an IP address, so need to pay attention to the
address space and make it big enough to hold all the devices in the network. Usually the subnet mask is set as
255.255.0.0.

If the cabinet group is an isolated local network without access to the internet, the DNS server address should be
left empty. The following is a screenshot:

Internet Protocol Yersion 4 (TCP/Pwd) Properties >

General

‘fou can get IP setkings assigned automatically if your network, supports
this capabiliey, Otherwise, you need ko ask vour netwark administrakar
for the appropriate IP settings.

() Obtain an IP address autormatically
(@) Use the following IP address:

IF address: | 192 . 165 . 0 . 151 |
Subriet mask: |255.255. 0 . 0 |
Diefault gateway: | 192 168 . 0 . 1 |

Cbkain DMS server address aukomatically

(®) Use the follawing DMNS server addresses:

Preferred DMS server; | . . . |

Alkernate DMS server: | . . . |

[ ]walidate settings upon exit tdvanced. .

Corcel

Basically, we need to pay attention to the following points:

e Static IP address is required

e Subnet mask needs to be 255.255.0.0

e The cabinet computer should be able to ping the switch successfully

e The gateway needs to match the IP address; if the computer connects to outside Internet, gateway
address is the outside gateway address

e If there is no connection to outside Internet, “Preferred DNS server” address needs to be left empty
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