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CONEIGURAL

— Security Management —  (With BitDefender Technology)

Scan Device:
Remove Pending Report:

Archive Report Files:

Parameter Change Enable:

Security Enable:

GravityZone Server Solution:

APl URL:

APl Key:

Scan Type:

Report Type:

Motification Enable:

Syslog Server Address:

Select w G0

Load Pending Report List

Archive Files
(Mo (@) Yes
(OOFF ®0ON
i) Cloud (® On-premises | Local Server IP

| https://cloud.gravityzone.bitd efender.cum_.-’ap|

|tc: be filled |

(® Cuick Scan () Full Scan

All Malware Status  [~] Antiphishing Activity
Data Protection Blocked Websites Firewall Activity

() OFF (8 OM Motification List

[ 192.168.0.10 Port Number:




Configuration - Mode

* Cloud Mode

« Server Located in BitDefender

« On-Premises mode
 Server Located Locally



Configuration - Cloud

 Setup License, policy, API key
« Download and install package to Endpoints



Configuration — On-Premises

» Install GravityZone server

» Install Syslog server

» Generate and install Certificate
» Install package to Endpoints



Configuration-equipment

» Two more columns: Name, EndpointID
* New columns filled by program

ikp:ﬂwww.plugim:tmage.cum System Config Receipt Layout Report Config Email Config Equipment List (Storage]  Drawer Config  User Accounts  Snapshot/ Cabinet Cornmands  Drawer Ove

ﬁhﬁﬁ%ﬁﬁflﬁ!ﬁﬁ

Panascnic Toughbook CF-31ALEPEMAT | BD - Bundle PS5 Stationl | 613f242d58311abd0df2bd2

|:| |:| 222 Panascnic Toughbook CF-31ALEPEMAT | BD - Bundle 1 MA PSSl Station2 | 613f248d58311abd0df2as3

] ] 666 Panasonic Toughbook CF-3TALEPEMAT | BD - Bundle 1 MA | P55I_Stationf | 613f248d38311abd0df5685

] ] FLl) DELL Latitude Laptop EB410 BD - Bundle 1 MA | P55I_Station? | 613f248d38311abd0df3s56

] ] 333 DELL Latitude Laptop EB410 BD - Bundle 1 MA | P55I_Station3 | 613f248d58311abd0dfheky

] ] 444 DELL Latitude Laptop EB410 BD - Bundle 1 MA | P55I_Stationd | 613f248d58311abd0df5g67

| ] 555 DELL Latitude Laptop EB410 BD - Bundle 1 MA | PS55I Station3 | £13f248d58311abd0dfgj8%

0 L




Security Status Display

Data Protection, Blocked Websites

ihp:ﬂwww.pluginstmage.com System Config  Receipt Layout Report Config  Email Config  Equipment List (Storage) Drawer Config  User Accounts  Snapshot / Cabinet Commands  Drawer Overview  Security Status  Statistics

Malware Status  Anti Phishing Activity Firewall Activity Data Protection Blocked Websites

For Statistics, Click HERE For Statistics, Click HERE

I

|_ DESKTOP-7T5NH\ endpoint.fqdn.12 (D 4




Security Status Display

Detailed historv-fisto

Device Security Detail *
Computer Name: | DESKTOP-12HEKPL Security Type: | Malware Status See Source, Click HERE
A
Mo detections 19216818132 |0 0 0 0 0 2021-10-27 14:29:05.002000
Mo detections 192.168.148.128 |0 0 0 0 0 2021-10-27 14:29:04.536000
Mo detections 192.168.148.149 |0 0 0 0 0 2021-10-27 14:29:04.336000
Mo detections 192.168.222.128 |0 0 0 0 0 2021-10-27 14:29:04.520000
Mo detections 19216840118 |0 0 0 0 0 2021-10-27 14:29:04.520000
Mo detections 192.168.0.130 0 0 0 0 0 2021-10-27 14:29:04.520000
Mo detections 192.168.148.132 |0 0 0 0 0 2021-10-27 14:29:04.520000
Mo detections 192,168.148.143 |0 0 0 0 0 2021-10-27 14:29:04.320000
Mo detections 192.168.127.138 |0 0 0 0 0 2021-10-27 14:29:04.305000
Mo detections 192.168.148.137 |0 0 0 0 0 2021-10-27 14:29:04.505000
status2 192,168,600 yes ne no false yes 2021-10-19 11:56:57.432000




» Statistics for one report type

Security Statistics

DESKTOP-TTSNHYVD

S . t y
DESKTOP-12HEKPL
endpoint100
a ' I S endpoint101
endpoint102

endpoint103

endpoint104

|
endpoint103
endpoint10&

endpoint107

endpoint102

endpoint109

endpoint110

endpointl1l

endpoint112

endpoint113

endpoint114

endpoint113

endpoint116

endpoint117




e Statistics Chart

Security

Status

Display

Device Name




New

Notifica
tion

Motification Details
Motification Type
Timestamp
Device IP
Device 05
Browser

Data And Time

Current Time

Full Content

Mew Login

2022-02-11T719:36:57+00:00

192.168.0.101

Linuzx

Firefox

11 Feb 2022, 19:36:57 +00:00

Wed Feb 16 13:35:26 2022

<14>Feb 11 1%:36:59 pssi-gravityzone
gravityzone: {"name":"Login from new
device","created™:"2022-02-11T19:36:57+
00:00","company_name":"Plugin Storage

Systems.

Inc","user_narme":"pssi”,"os":"Linux","brow
ser_version™:"79.0","browser_name":"Firefo
x","request_time":"11 Feb 2022, 19:36:37 +
00:00","device_ip":"192.168.0.101"}




EMAILL -
ACTIVITY REPORT

Drawer Number [ ] | Drawer®
Type of Activity
(®) All-Activities

Date-Range [] O Check-IN START Time

(O Check-OUT

Equipment ID [] | EquipmentlD
Administrator Activities []
I Security Report I

Cabinet Alert O

0K Cancel

Repert Filter
REPORT TYPES
REPORT FILTER SELECTIOMN. (Filters selected are used as AMD conditionals) ------
User Name [] | UserName
User ID [] | UserlD
Signature ID [] | MatchinglD
Access Method
() Keypad PIN
(® CAC Card
Access Method [] (O HID RFID

() Mernory Card

Activity Report @ () Barcode

EMD Time




C 8 mail.google.com/mail/u/0/?ik=7e7alabebflview=pt&search=all&permthid=thread-f%3A171

P52 Apps BB SQLAPIs @ MewTab

Gmail

Security Report for Cabinet: Remote Cabinet

1 message

.~ @pluginstorage.com <zli@pluginstorage.com:=
-— To: v (pluginstorage.com
=FAUTOMATIC EMAIL, DO NOT RESPOMD™

Dear Flug-In Storage Systems Dock & Lock CA Cabinet Administrator,

This is an automatic email from cabinet:
Remote Cabinet

This email is regarding:
Automatically Generated Report

The security report for the cabinet has been generated; the report files are enclosed in the email.
If you have any questions or require further assistance, please contact:
Plug-In Storage Systems

1-800-231-5952
info@pluginstorage.com

@ C:lusers/PluglinStorage/Log/SecurityReport/security _information_report.zip
34K




C:lusers/PluginStorage/Log/SecurityReport/security Inf... 1oiems

Report-[_613fb248d58311abd0df2be8_,_613f810falc8309326facade_1-2021-11-10 23-01-10.csv
Report-[_613fb248d58311abd0df2be8_,_613f810falc8309326faeade_]-2021-11-10 23-01-10.pdf
Report-[_613fb248d58311abd0df2be8_,_613f810falcB309326facade_]-2021-11-10 23-01-12.csv
Report-[_613fb248d58311abd0df2be8_,_613f810falc8309326faeade_]-2021-11-10 23-01-12.pdf
Report-[_613fb248d58311abd0df2be8_,_613f810falc8309326facade_]-2021-11-10 23-01-14.csv

Report-[_613fb248d58311abd0df2be8_,_613f810falc8309326facade_]-2021-11-10 23-01-14.pdf

EMALL - ACT
REPORI

Report-[_613fb248d58311abd0df2be8_,_613f810falc8309326facade_]-2021-11-10 23-01-16.c5v
Report-[_613fb248d58311abd0df2be8_,_613f810falc8309326facade_]-2021-11-10 23-01-16.pdf

Report-[_613fb248d58311abd0df2be8_,_613f810falcB309324faeade_]-2021-11-10 23-01-18.csv

Report-[_613fb248d58311abd0df2be8_,_613f810falc8309326fasade_]-2021-11-10 23-01-18.pdf




EMAILL -

CABINET ALERT

Report Filter

REPORT TYPES

Activity Report O

Cabhinet Alert (@

ALERT FILTER SELECTIOMN. (Filters selected are used as AMD conditionals)

UserMame
UserlD
MatchinglD

Access Method
Keypad PIN

CAC Card
HID RFID
Memory Card

Barcode

Drawer

Type of Activity
All-Activities
Check-1M
Check-OUT

START Time

Equipment!D

Missing Equipment Alert []

Cabinet Alerts
Malware Alert

Security MNotification Alert []

Cancel

EMD Time




Email —

Cabinet

Alert

- = - # mail.google.com/mail/u/0/?ik=7e7alabebf&view=ptéisearch=all&per

P Apps mE SOLAPIs @ NewTab

M Gmail

Malware Alert for Cabinet: Remote Cabinet
1 message

luginstorage.com <zli@pluginstorage.com=
To: pluginstorage.com

“TAUTOMATIC EMAIL, DO NOT RESPOND™™

Dear Plug-In Storage Systems Dock & Lock CA Cabinet Administrator,

This is an automatic email from cabinet;
Remote Cabinet

This email is regarding:
Malware found in cabinet!

The related drawsr has been locked, check CAC-GUI for the malware details .
If you have any questions or require further assistance, please contact:
Plug-ln Storage Systems

1-800-231-5952
info@pluginstorage.com




Report Filter

REPORT TYPES

REPORT FILTER SELECTIOM. (Filters selected are used as AND conditionals) ---------—------mmommmmm e

| ]
E User Name | UserMame |
|
I I l a I User ID [] | UserlD |

Signature ID | Matching|D |

Access Method

||
Keypad PIM
I CAC Card
Access Method HID RFID

Memory Card

Activity Report O Barcode
A e I | Drawer Number Drawer# |
Type of Activity

All-Activities
Check-IM
Check-QUT

Date-Range | START Time || END Time

Equipment ID EquipmentlD |

Administrator Activities

Security Report

ALERT FILTER SELECTION. (Filters selected are used as AND conditionals) -=-----=- === mmmmmmme e
Missing Equipment Alert []

Cabinet Alert (® Cabinet Alerts [ ]
Malware Alert

Ol
ISt:curily Motification Alert [] I




— - @ mail.google.com/mail/u/0/?ik=Te7alabebflview=pt&search=all&permthid

it Apps BE SQOLAPIs @ MNew Tab

Gmail

Security Notification Alert for Cabinet: Remote Cabinet
1 message

zli@pluginstorage.com <zlif@pluginstorage.com=

- To: zli@pluginstorage.com
I I l a I =FAUTOMATIC EMAIL, DO NOT RESPOND*
Dear Plug-In Storage Systems Dock & Lock CA Cabinet Administrator,

This is an automatic email from cabinet:

|
Remote Cabinet
a I I I e This email is regarding:
Automatically Generated Report

A new Security Notification is generated for BitDefender GravityZone. The following is the details:

Motification Type: New Login
Timestamp: 2022-02-11T19:36:57+00:00
Device IP: 192.168.0.101

Device O5: Linux

Browser: Firefox
Data And Time: 11 Feb 2022, 19:36:57 +00:00
Report Time: Wed Feb 16 13:35:28 2022

Full Content: <14=Feb 11 19:36:59 pssi-gravityzone gravityzone: {"name":"Login from new device" "cra
+00:00","device_ip":"192.168.0.1017}

If you have any questions or require further assistance, please contact:
Plug-In Storage Systems

1-800-231-5952
infoi@pluginstorage.com




Maintenance

» Archive Report Files

« Manage New Devices

« Remove Pending Report
« Notification history list



/THANK YOU
~ FOR
WATCHINGI /
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